
Computer Forensics MSc IT Sem IV 

1 | L F a l e i r o 

 

 

 

 

 

Lab Manual For 

M.Sc. (IT) 

Part II Sem IV Course: 

Computer Forensics 2025-2026 



Computer Forensics MSc IT Sem IV 

2 | L F a l e i r o 

 

 

 

 

 

 

 

SR. 

NO. 
PARTICULARS 

1. File System Analysis using The Sleuth Kit 

2. Using Windows  Forensics using FTK toolkit 

3 Creating a forensic image using FTK imager 

4 Recovering and inspecting deleted files using autopsy tool 

5 Capturing and analysing network packets using wireshark  

6 Study and implementation of e-mail forensics using 

AccessDataFTK 

7. 
 

Generating forensics report using sleuth kit. 

8 
 

Generating forensics report using AccessDataFTK 
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PRACTICAL - 1 

AIM: File System Analysis using The Sleuth Kit 

 

Tool Used: Autopsy 4.0.0 

 

Theory: 

Slueth Kit 

 

• Sleuth Kit is a C library and collection of command line file and volume 

system forensic analysis tools. 

 

• The file system tools allow you to examine file systems of a suspect 

computer in a non- intrusive fashion. 

 

• Because the tools do not rely on the operating system to process the file 

systems, deleted and hidden content is shown. It runs on Windows and Unix 

platforms. 

 

• http://www.sleuthkit.org/ 

 

Autopsy 

 

• Autopsy is an open source forensics tool that can be compared to FTK or 

EnCase and is able to assist investigators when working on cases. 

 

• The Autopsy is a graphical interface to the command line digital 

investigation tools in The Sleuth Kit. Together, they allow you to investigate 

the file system and volumes of a computer. 

 

• http://www.sleuthkit.org/autopsy/ 

http://www.sleuthkit.org/
http://www.sleuthkit.org/autopsy/
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Step 1: Upon starting Autopsy, a window will open with three selections to make: 

create a new case, open existing case, or to open a recent case. 

 

 

 

Step 2: Select the “Create New Case” option and be directed to a new window that 

will have information to fill in. Fill in appropriate information and click Next. 
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Step 3: Next window will allow the investigator to fill in the case number and 

examiner name. This is for the purpose of creating better documentation and 

logging. After the information is filled in select the finish button to continue. 

 

 

 

Step 4: The next step in the investigation will be to add an image file to the case. 

The image file can be chosen from a wide variety of formats including: img, dd, 

001, aa, and e01. 

Use the browse button to find the image that is desired to work with and select add. 

Options to choose the time zone of where the image came from as well as to ignore 

orphan files in FAT file systems are available to be selected based on the 

investigators preference and situation. 

Since we have image file we will choose “Image File Option”, then browse and 

load “Precious.img” and click on Next. 
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Step 5: Click on Next. 

 

 

Step 6: Click on Next and wait for process to be finished. 
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Step 7: You can explore the data from left pane expand data source, view etc. 

 

 

Step 8: Click on keyword list and select all check boxes to configure list. 
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Step 9: Check for directory listing this will show all files, deleted files etc. 

 

 

Step 10: To make keyword search click on Keyword Search and type the keyword 

to search, select the radio buttons for options and press Enter. This will result in all 

the occurrences of keyword. 
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Step 11: Select any file you want to analyze, and you can see details 

related to that file in below tabs. 

 

 

 

Step 12: You can also extract file just by right clicking the file and select 

the option Extract File. Browse the location to save that file and save with 

appropriate extension. 
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Step 13: Now browse to the location where you saved the file and open it with 

suitable application and you can now view the file details. 

This extraction is useful in conditions where you need to show the proof or print 

it to present legally. 
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Step 14: In the left pane, you can select Recent Documents under Results to see 

the recently accessed files and documents by the suspect, with the date and time 
of access. 

 

Step 15: Go to Deleted Files under View Option in left Pane to check for the file 

those were deleted by the suspect. Such files can be extracted but cannot be 

recovered. You can use any other tool to recover such files only if the memory 

location where it resided didn’t override. 
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Step 16: To generate reports, click on Generate Report Option. It gives you a wizard 

to generate report. 

Select the type you want to save results and click Next. 

 

 

 

Step 17: Select All Results and click Finish. 
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Step 18: The report generation is completed and results are stored in link specified. 

Click Close. 

 

 

Step 19: Browse through path and open index.html file. 
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Conclusion: Hence, we successfully perform data analysis using sleuth kit. 
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PRACTICAL – 2 

AIM: Using Windows Forensics using FTK 

 

Tasks: 

 Creation of a Case 

 Adding forensic image as evidence 

 Analysing files of the image 

 Creating bookmarks 

 Searching 

 Report Generation 

 

 

Creation of a Case 

Start a new case and input the respective details 

 

 

Case Log is the inbuilt logging utility. As you perform an investigation, it will 

keep a track of the modules used, searches performed, etc. It is like a journal 

that tells a lawyer/judge that you really have performed these steps. 
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When adding the forensic image to the case, you need to specify the different 

processes that FTK should perform while importing. Processes like generating 

Hash values for the files, indexing the files, storage of thumbnails, creation of 

an Access Db for file listing, etc. 

 

 

Adding forensic image as evidence 

Add the Image file as Evidence. You can add an acquired image file, perform 

acquisition on a local drive or add an individual file (like a .pst). Fill in the 

required details. When the case setup is complete, FTK will begin processing 

the evidence. 
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Analysing files of the image 

Overview tab shows us an overview of the items in the image and lets us drill 

down depending on various parameters like file types. When we click on a file 

on the file list, we can see a preview of it on the top right. There are different 

preview formats like text, hex. 
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File List 

Preview Format 
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To view the file we have different options. We can view it 

with the program associated with its extension or launch 

the inbuilt viewer. 

File Properties will show us the various properties of that 

file like Data/Time created, size, etc. 

We can export the file from the case onto the host machine desktop 

 

 

Creating Bookmarks 

To create a bookmark, right click on any file(s) and choose Create Bookmark. 

Give the name for the bookmark 
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Searching 

We can perform an Indexed Search or a Live Search from the Search tab. 

Search string can be plain text, or we can specify a hex string and search file 

contents for that hex string (Eg. Search for images using FFD8 FFE0, which 

is the header for JPG images) 
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Report Generation 

Make sure you have some 

bookmarks made Go to File – 

Report Wizard 

 

Bookmarks – A will ask you to choose various options you want to set for 

bookmarks 

Bookmarks – B, will ask you to choose the various file properties to be displayed for 

the bookmarks 
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You can select whether you want to display Graphics Thumbnails in the report. 

If you want to add additional files (Eg. PDF of Affidavit) you can attach it in 

the Supplementary Files screen 
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Choose the location to store the report. After the report is created, you can view the 

report 
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Case Information will show descriptive information about the Case depending 

on what was filled during the Case creation time 

 

 

File overview will give an overview of the files found by FTK during evidence 

import 

 

 

Case Log will show information about the various actions that were performed in 

FTK 
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If any bookmarks were attached, then Selected Bookmarks will show them 

 

 

 

Questions to be asked: 

1. To list information about a file (Date/Time, Properties, location 

on the disk, extension) 

2. To search for particular files/extensions using Live Search 

3. Report Generation having specific bookmarks 



Computer Forensics MSc IT Sem IV 

31 | L F a l e i r o 

 

 

PRACTICAL -3 

AIM: Creating a forensic image using FTK imager 
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PRACTICAL NO. 4 

 

Aim: Recovering and inspecting deleted files using autopsy tool 
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PRACTICAL NO. 5 

 

Aim:Capturing and analysing network packets using wireshark 
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Practical No. 6 

 

 

Aim: Study and implementation of e-mail forensics using AccessDataFTK. 

 

Tool Used: AccessDataFTK. 

 

Theory: 

Forensic Toolkit® (FTK®) 

• Recognized around the World as the Standard Digital Forensic Investigation 

Solution. 

 

• FTK is a court-cited digital investigations platform built for speed, stability 

and ease of use. 

• Furthermore, because of its architecture, FTK can be setup for distributed 

processing and incorporate web-based case management and collaborative 

analysis. 

• FTK can filter or find files specific to e-mail clients and servers. You can 

configure these filters when you enter search parameters. In this section, we 

will learn how to use FTK and a hexadecimal editor to recover e-mails. 

• To recover e-mail from Outlook and Outlook Express, AccessData 

integrated dtSearch (www.dtsearch.com) into FTK 1.x. dtSearch builds a 

B*-tree index of all text data in a drive, an image file, or a group of files. 

 

• One unique feature is its capability to read .pst and .dbx files and index all 

text information, including attached files. 

 

E-mail Window 

• The E-mail window displays e-mail mailboxes, including Web e-mail, and 

their associated messages and attachments. The display is a coded HTML 

format. 

http://www.dtsearch.com/
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Step 1: When the AccessData FTK Startup dialog box opens, click Start a new 
case, and then click OK. 

 

 

 

Step 2: Fill details as per the case and click Next. 
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Step 3: In the Case Information dialog box, enter your investigator information, 
and then click Next. 

 

 

Step 4: Click Next until you reach the Refine Case - Default dialog box. 

Click the Email Emphasis button, and then click Next. 
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Step 5: Click Next until you reach the Add Evidence to Case dialog box, and then 

click the Add Evidence button. 

 

 

 

 

Step 6: In the Add Evidence to Case dialog box, click the Individual File option 

button, and then click Continue. 
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Step 7: Select the Jim_Shu’s.pst and click on open. 

 

 

 

Step 8: In the Evidence Information dialog box, click OK. 
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Step 9: When the Add Evidence to Case dialog box opens, click Next. In the Case 

summary dialog box, click Finish. 
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Step 10: When FTK finishes processing the file, in the main FTK window, click 

the E-mail Messages button, and then click the Full Path column header to sort the 

records. 

 

 

Step 11: Click the E-Mail tab. In the tree view, click to expand all folders, and 

then click the Inbox folder. If necessary, to view all messages, click the List all 

descendants check box. 
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Step 12: Right-click Message0010 in the File List pane and click Export File. In the 

Export Files dialog box, click OK. Click OK again in the Export Files message box. 
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Step 13: To view the exported Message0010 file, go to your work folder. 

 

 

 

 

 

Conclusion: Hence, we successfully perform e-mail forensics using 

AccessDataFTK on Jim_Shu’s.pst. 
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Practical No. 7 

 

Aim: Generating forensics report using sleuth kit. 

 

Tool Used: Autopsy. 

 

Theory: 

Autopsy 

• Autopsy is an open source forensics tool that can be compared to FTK or 

EnCase and is able to assist investigators when working on cases. 

 

• The Autopsy is a graphical interface to the command line digital 

investigation tools in The Sleuth Kit. Together, they allow you to investigate 

the file system and volumes of a computer. 

 

Why Reporting is important? 

• Documentation is an ongoing process throughout the examination. It is 

important to accurately record the steps taken during the digital evidence 

examination. 

 

• The examiner is responsible for completely and accurately reporting his or 

her findings and the results of the analysis of the digital evidence 

examination. 

 

Whether you are doing a forensic report that simply states facts coming from testing, 

or an expert report that expresses expert opinion 
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Step 1: To generate reports, click on Generate Report Option which opens up 

Generate Report Wizard Select the type you want to save results and click Next. 

 

 

Step 2: Select All Results and click Finish. 

 



Computer Forensics MSc IT Sem IV 

84 | L F a l e i r o 

 

 

Step 3: The report generation is completed and results are stored in link specified. 

Click Close. 

 

 

Step 4: Browse through path given and open index.html file. 
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Step 5: The reports are generated in html file. 
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Step 6: To generate reports in Excel Format. Follow the same steps and select the 

option Results 

– Excel and click next. 
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Step 7: Browse through path given and open Excel file. 

 

 

 

Step 8: Go through various pages to see the report. 
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Conclusion: Hence, we successfully generate forensics reports in html and excel 

file using sleuth kit. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Computer Forensics MSc IT Sem IV 

92 | L F a l e i r o 

 

 

 

Practical No. 8 

 

Aim: Generating forensics report using AccessDataFTK. 

 

Tool Used: AccessDataFTK. 

 

Theory: 

Forensic Toolkit® (FTK®) 

• Recognized around the World as the Standard Digital Forensic Investigation 

Solution. 

 

FTK is a court-cited digital investigations platform built for speed, stability and ease 

of use. 

 

Why Reporting is important? 

• Documentation is an ongoing process throughout the examination. It is 

important to accurately record the steps taken during the digital evidence 

examination. 

• The examiner is responsible for completely and accurately reporting his or 

her findings and the results of the analysis of the digital evidence 

examination. 

 

• With the report on hand the investigator will have an idea of what to expect 

as well as a list of programs that are installed on the machine. 

 

• This can help investigators gather all the evidence they need to perform 

a complete investigation. 

 

Whether you are doing a forensic report that simply states facts coming from testing, 

or an expert report that expresses expert opinion. 
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Step 1: Go to File and click on Report Wizard. 

 

 

Step 2: Fill the details and click next until you reach Report Location Window. 
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Step 3: Click yes and the reports will be displayed in browser. 
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Conclusion: Hence, we successfully generate forensics report using 

AccessDataFTK. 

 


