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SR.

PARTICULARS
NO.

1. File System Analysis using The Sleuth Kit

2. Using Windows Forensics using FTK toolkit

3 Creating a forensic image using FTK imager

4 Recovering and inspecting deleted files using autopsy tool

5 Capturing and analysing network packets using wireshark

6 Study and implementation of e-mail forensics using
AccessDataFTK

7. |Generating forensics report using sleuth kit.

8  Generating forensics report using AccessDataF TK

2|LFaleiro




Computer Forensics MSc IT Sem IV

PRACTICAL -1
AIM: File System Analysis using The Sleuth Kit

Tool Used: Autopsy 4.0.0

Theory:

Slueth Kit

+ Sleuth Kit is a C library and collection of command line file and volume
system forensic analysis tools.

« The file system tools allow you to examine file systems of a suspect
computer in a non- intrusive fashion.

« Because the tools do not rely on the operating system to process the file
systems, deleted and hidden content is shown. It runs on Windows and Unix
platforms.

« http://www.sleuthkit.org/

Autopsy

» Autopsy is an open source forensics tool that can be compared to FTK or
EnCase and is able to assist investigators when working on cases.

» The Autopsy is a graphical interface to the command line digital
investigation tools in The Sleuth Kit. Together, they allow you to investigate
the file system and volumes of a computer.

« http://www.sleuthkit.org/autopsy/
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Step 1: Upon starting Autopsy, a window will open with three selections to make:
create a new case, open existing case, or to open a recent case.

Welcome X
Create New Case
)
Open Recent Case
o
S s Open Existing Case
L SR °
Autopsy”’
OPEN | EXTENSIBLE | FAST Close

Step 2: Select the “Create New Case” option and be directed to a new window that
will have information to fill in. Fill in appropriate information and click Next.
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M MNew Case Information

Steps

Case Info

1. Case Info
2. Additional Information

Enter New Case Information:

Case Mame: Case_1|
Base Directory:  |E:\CFiYogesh, Browse
Case Type: (®) Single-user Multi-user
Case data will be stored in the following directory:
E:\CF\fogesh\Case_1
< Back Finish Cancel Help
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Step 3: Next window will allow the investigator to fill in the case number and
examiner name. This is for the purpose of creating better documentation and

logging. After the information is filled in select the finish button to continue.

<”. New Case Information

X
Steps Additional Information
1. CaseInfo
2. Additional Information Optional: Set Case Number and Examiner
Case Number: 1
Examiner: Yogesh|
< Back Next > Cancel Help

Step 4: The next step in the investigation will be to add an image file to the case.
The image file can be chosen from a wide variety of formats including: img, dd,
001, aa, and e01.

Use the browse button to find the image that is desired to work with and select add.

Options to choose the time zone of where the image came from as well as to ignore
orphan files in FAT file systems are available to be selected based on the
Investigators preference and situation.

Since we have image file we will choose “Image File Option™, then browse and
load “Precious.img” and click on Next.
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M Add Data Source X

Steps Select Data Source
1. Select Data Source
2. Configure Ingest Modules = = z
3. Add Data Source Select data source type: | Disk Image or VM File v

Browse for an image file:

E:\CF\predous.img Browse

Please select the input timezone: | (GMT+5:30) Asia/Calcutta v

[[] 1gnore orphan files in FAT file systems

(faster results, although some data will not be searched)
< Back Finish Cancel Help
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Step 5: Click on Next.

c’ Add Data Source

Steps Configure Ingest Modules

1. Select Data Source

3. AddData Source

2. Configure Ingest Modules V/ Recent Activi |
fig e . i The selected module has no per-run settings.
V]

Hash Lookup

File Type Identification
Embedded File Extractor
Exif Parser
Keyword Search ‘
Email Parser
Extension Mismatch Detector
T =0t Macifiae ,v,‘ L
Select Al Deselect Al Extracts recent user activity, such as Web browsi
View Ingest History Gk
Process Unallocated Space
< Back Finish Cancel Help
Step 6: Click on Next and wait for process to be finished.
M. Add Data Source * .
Steps Add Data Source o R

1. Select Data Source
2. Configure Ingest Modules
3. Add Data Source

Data source has been added to the local database. Files are being analyzed.

51-5739-11405hab3r3d

< Back Next > Cancel Help

Recent Activity for precous.img [N~ 5%

(imore.) &3
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Step 7: You can explore the data from left pane expand data source, view etc.

M Case 1 - Autopsy 4.2.0 — ] X
Case View Tools Window Help
=y L
Add Data Source ﬂ View Images/Videos [ 1 Timeline | [fi;| Generate Report @ Close Case ¥ ey & - Keyword Lists Qi Keyword Search
i Directory Listin ¥ O
[ [Beasecaiietliy Data Suu::es ? 1 Results
#- @ Data Sources Table  Thumbnail
T B Views Mame Type Size (Bytes)  Sector Size (Bytes) MD5 Hash Timezone Device ID
2 %I ;Sg::racted Content =l precious.img Image 125450048 512 AsigfCaloutka 02efd972-3241 -4931-
| Encryption Detected (2)
- =~ Extension Mismatch Detected (21)
# Operating System User Account (7)
- ¥ Recent Documents ()
/52 Remote Drive (1)
- 4 Web Bockmarks (24)
@ Web Cookies (34)
- & Web History (329) < >
i@ Web Search (15)
= “%  Keyword Hits
H- "~ Single Literal Keyword Search (D)
tl-“~  Single Regular Expression Search {0}
i A Email Addresses (500)
- %  Hashset Hits
Y E-Mail Messages
B2 Interesting Items
@ Accounts < >

Step 8: Click on keyword list and select all check boxes to configure list.
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Jort ™ Close Case % & 2 = Keyword Lists
E IP::r:ijumbers Marne Keyword Type
= resses -
= Ed i ] = .
a5 Eneil Addresses *[3456]([ 12\d){11,18}. IRegular Expression
[}y URLs
I:r'.=_-|:|it Card Numbers ar
s &
% Files Indexed: 5,326 -
Search Manane Lists
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Step 9: Check for directory listing this will show all files, deleted files etc.

€ [[] Show Rejected Results

= Data Sources
&3 predous.img
; vol1 (Unallocated: 0-96)
vol2 (NTFS / exFAT (0x0.
)l $Extend (5)
) $OrphanFiles (0)
J Sunalloc (1)
Documents and Settings (3)
| Instruction Materials (5)
My Music (2)
My Shared Folder (10)
Program Files (34)
J! RECYCLER (3)
1) System Volume Information (3)
J) wiNDows (22)
) $CarvedFiles (102)
vol3 (Unallocated: 250624-250878)

97-250623)

&

Views

Results

B extracted Content

[} Encryption Detected (2)
Extension Mismatch Detected (21)
Operating System User Account (7)
Recent Documents (9)

Remote Drive (1)

Web Bookmarks (24)

Web Cookies (84)

Web History (329)

& Web Search (16)

pd @ N fl @ &

Directory Listing

e gt =
fmg_precious.img/vol_vol2 25 Resuts
Table  Thumbnail
Name Change Time Created Time Size Flags(Dir)  Flags(Meta i

4. $Extend 2005-0 A ted  Allocated A
4. $OrphanFiles Allocated
%! sunalloc Allocated

1 [current folder]
J! Documents and Settings
1) Instruction Materials
L My Music
1! My Shared Folder
A Program Files
Ll RECYCLER
1. System Volume Information
2 wiNbows
SAttrDef
$BadClus
$BadClus: $Bad
$Bitmap
$Boot
SLogFile
SMFT
SMFTMirr
$Secure:$SDS

Allocated

Allocated

Allo

Allocated

Allocated

Allocated
Allocated

ed

Allocated

Allocated

ed’ |
>

Step 10: To make keyword search click on Keyword Search and type the keyword
to search, select the radio buttons for options and press Enter. This will result in all
the occurrences of keyword.
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«=» ~ Keyword Lists

Oy Keyword Search

Frodo

(@) ExactMatch () Substring Match () Regular Expression

ime g TS LSS TS =
200:12:37 15T 2005-01-02 00:12:37 IST - 2005-01-02 00:12:37 IST - 20 A
J00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 oc
J00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 oc

2213042 15T 2005-01-02 21034142 IST

Directory Listing Keyword search 1-Frodo X ‘

2004-12-31 105312 15T 20

O

Keyword search
Table | Thumbnail

Name
[ mieox.msf
[ swrr
D ken_warren2953834635.xml
D panacea.dat
[ prefe.is
[ secmed.db
[ Passwards and Stuff.doc
D Personality Survey.htm
[ pubring. pkr
D Drafts
D secring. skr
D Drafts.msf
[ saved Mail
[ saved Mail.msf

D Sent
<

Location

fima_precious.imgfvol_volz/Documents and Settings/Frodo. ..

fima_precious.img)vol_volzj$MFT

fimg_precious.imgfvol_vol2/Documents and Settings/Frodo. ..
fimg_precious.imgval_vol2{Documents and Settings/Frodo. ..
Jimg_precious.imgfvol_vol2/Documents and Settings/Froda. ..
Jimg_precious.imgfvol_vol2/Documents and Settings/Fraoda. ..
Jimg_precious.imgfvol_volz/Documents and Settings/Froda. ..
fimg_precious.imgyvol_volz/Documents and Settings,Frodo. ..
fima_precious.imgfvol_volz/Documents and Settings/Frodo. ..
fimg_precious.imgfvol_vol2/Documents and Settings/Frodo. ..
fimg_precious.imgval_vol2{Documents and Settings/Frodo. ..
fimg_precious.imgval_vol2{Documents and Settings/Frodo. ..
Jimg_precious.imgfvol_vol2/Documents and Settings/Froda. ..
Jimg_precious.imgfvol_vol2/Documents and Settings/Fraoda. ..

Jimg_precious.imgfvol_volz/Documents and Settings/Froda. ..

Modified Time

2005-01-03 01:40:40 13T
2005-01-02 00;12:37 13T
2004-12-31 05:19:47 15T
2005-01-03 01:40:40 15T
2005-01-03 01:40:40 15T
2004-12-10 21:55:35 15T
2005-01-01 03:43:50 I3T
2004-12-30 05:06:50 15T
2005-01-26 22:05:59 13T
2004-12-21 22:40:49 15T
2005-01-26 22:05:59 15T
2004-12-30 15:19:02 15T
2004-12-30 16:42:51 15T
2004-12-30 16:42:51 15T
2004-12-30 15;165:19 13T

874 Results

Chang@

Z005-0 A
Z005-0
2005-0
2005-0
2005-0
2005-0
2006-0
Z005-0
Z005-0
2005-0
2005-0
2004-1
2004-1
2004-1

2004-1
>
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Step 11: Select any file you want to analyze, and you can see details
related to that file in below tabs.

|l Generate Report @ Close Case ¥ rllm

@ ~ Keyword Lists ‘ Qy Keyword Search

Directory Listing Keyword search 1-Frode X
ssults

O

Table  Thumbnail

<

Keyword search 874 Results

MName Location Modified Time Changﬁ
E‘] prefs.js fimg_precious.img/vaol_volZfDocuments and Settings/Frodo, .. 2005-01-03 01:40:40 IST ZO05-0 ™
E‘] secmod.db Jimg_precious.imgwol_vol2iDocuments and Settings/Frodo, .. 2004-12-10 21:55:35 IST Z005-0

E‘] Perzonality Survey.htm [irng_precious.imgval_vol2iDocuments and Settings/Frodo, .. 2004-12-30 05:06:50 IST E

E‘] pubring. pkr [irng_precious.imgvol_vol2iDocuments and Settings/Frodo,,, 2005-01-26 22:05:59 IST 2005-0

E‘] Drafts fimg_precious.img/vol_vol2iDocuments and Settings/Frodo,,, 2004-12-21 22:40:49 I5T 2005-0 w

>

Hex Strings File Metadata Results Indexed Text

Matches on page: 1 of 4 Match S Page: 1 of 1 Page Search Results

Company: Hobbytes_com

Content-Type: application/msword

Creation-Date: 2005-12-31T22:13:002

Feywords: Devious Illegal bad stuff goes here for all to see when doing a keyword search!!!
Last-Ruthor: Een

Last-Modified: 2005-12-31T22:13:002

Last-Save-Date: 2005-12-31T22:13:002

Page-Count: 1

Revision-Number: 2

Template: Hormal_dot

Word-Count: 32

comment: I can even leave a comment here for all my hobbit friends. Funny, I can change everything

[ PR SR, B JETE T Thi T STITR L

~

97

Step 12: You can also extract file just by right clicking the file and select
the option Extract File. Browse the location to save that file and save with
appropriate extension.

Generate Report @ Close Case ¥ &> ~ Keyword Lists Q Keyword Search

Directory Listing Keyword search 1-Frodo X O
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Keyword search 874 Results
Table  Thumbnail
Mame Location Madified Time Chang 'ﬁ
E‘] prefs.js fimg_precious.img/vol_wol2/Documents and Settings/Frodao, ., 2005-01-03 01:40:40 IST 2005-0 A
E‘] secmod.db fimg_precious.imgyvol_wolZ/Documents and Settings/Frodo... 2004-12-10 21:55:35 [ST 20080
E‘] Passwords and 5tuff.doc . tmiimem | _wolZ/Diocuments and Settings/Frodo, .. 2006-01-01 03:43:50 IST 2006-0
[ Personality Survey.htm Viewin New Window al_volz Dacuments and Settings(Froda,,. 2004-12-30 05:06:50 15T 2005-0
[ pubring. pkr Open in External Viewer al_volz/Dacuments and Settings(Froda,,, 2005-01-26 22:05,59 15T 20050
E‘] Drafts Extract File(s) ol_wolz/Documents and Settings/Froda,,, 2004-12-21 22:40:49 IST 2005-0 w
g Search for files with the same MD5 hash 2
Hex Strings File Metadata Resu
Matchesonpage: 1 of Tag File ’ ge Search Results
Company: Hobbytes.com Add file to hash database » ~
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E] Passwords and 3
[ Personality Surv
E] pubring. pkr

[ Drafts

q:u- Information

£
Hex Strings File M
Matches on page:

T

Company: Hobbvtess

File(s) extracted.

3w |preciaus.img
| precious, img)
| precious, imgjiv

| precious, img )

Pag

Step 13: Now browse to the location where you saved the file and open it with
suitable application and you can now view the file details.
This extraction is useful in conditions where you need to show the proof or print

it to present legally.

> ThisPC > LocalDisk (E:) > CF > Yogesh » Case 1 > Export

~

Name Date modified

|| Saved Mail 2020-03-08 11:02

File

File Edit Search View Encoding Language Settings Tools

[&f EACF\Yogesh\Case_T\Export\Saved Mail - Notepad++ - O X

Macro Run Plugins Window 7 X

cDHE R G| s HD|pe|d|axx|EBE|=T EEpa® = 2
5] Saved Mai £3 |
From - Tue Dec 21 09:09:58 2004 ~
2 X-Mozilla-Status: 0001
X-Mozilla-Status2: 00000000

Return-path: <AOLWelcome@aol.com>

From: ACLWelcome@aol.com

Message-ID: <bd.4cf€955f.2eefae7e@aol.com>
Date: Mon, 13 Dec 2004 21:48:30 EST

Subject: Your new screen name

To: Baggifrodo@aol.com

MIME-Version: 1.0

Content-Type: text/html; charset="IS0-8859-1"
Content-Transfer-Encoding: quoted-printable
X-Mailer: 9.0 SE for Windows sub 5000

<HTML><PRE><FONT FACE=3Darial,helvetica><FONT SIZE=3D3 PTSIZE=3D12 FAMILY=
=3D"SANSSERIF" FACE=3D"Arial"” LANG=3D"0">Dear Member, <BR>

<BR>

You have a new screen name! This screen name is assigned the <B>General (18=20
Plus) </B>category, which means you may visit all AOL areas and all Web site=
s. To get=20

length:3,00,325 lines: 4,743

Ln:1 Col:1 Sel:0|0 Windows (CRLF)  ANSI INS
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Step 14: In the left pane, you can select Recent Documents under Results to see

Directory Listing I Keyword search 1 - Frodo Xl
he j |
€ [[] show Rejected Results S
=@ Data Sources Table  Thumbnail
=2 precious.img Source File Path
Sl & 040102_alfred.jpg.Ink ik laptoplC ts\The PreciouslLorpixi040102
H 5 o Kwarren-laptopiLocuments e Preciousi\Lorpixi040102
- o vol2 (NTFS / exFAT (0x07): 97-250623) -AECpg-R Jiswarten-ioptapiocumeentsiThe Precausi orpix| =
i L[l éxtend ) & 2p0t4t03s.jpg.Ink D:\Documents and SettingsiFrodo Baggin Documents?, ..
4. $OrphanFiles (0) & bush_warofcoalition.jpg.Ink D:\Documents and Settings\Frodo Bagg ocuments\,..
% SUnalloc (1) & dean_lordroots.jpg.Ink ) rren-laptoplDocuments| The PreciousiLorpixidean_lor...
t:). = IDOi:m;r\S;nt::ettvzij e & findingleggy.jpg.Ink W ren-laptopiDocumentsi The Precious\Lorpixifindingle. ..
i | L) Instruction Materials
My Music (2) & gollum_found_nemo.jpg.Ink D:\Documents and SettingsiFrodo Baag Documents),..
[, My Shared Folder (10) & Lorpix.Ink \\Kwarren-laptop\Documents\ The Precious)Lorpix
[#- | L. Program Files (34) & My Pictures.Ink s and SettingsiFrodo Bagg Documentst,...
@ RECYCLER (3) & sauronsdesktop.jpg.ink \iKwarren-laptopiDocumentsiThe PreciousiLorpixisaurons. ..
[#- | ). System Volume Information (3)
B L) WINDOWS (22)
. SCarvedFiles (102)
vol3 (Unallocated: 250624-250878)
#-® Views
u ! Extracted Content
i | )} Encryption Detected (2)
i = Extension Mismatch Detected (21)
i #  Operating System User Account (7)
G R ecent Documents (9)
28 Remote Drive (1) Hex Strings File Metadata Results Indexed Text
& Web Bookmarks (24) Matches on page: 1 of 11 Match > Page: 1 of 1 Page
@ Web Cookies (84) From: "Samwise Gamgee" <samwizgamgee@hotmail.com>
3 Web History (929) To: Baggifrodo@aol.com
i @ Web Search (16) Subject: RE: [Fwd: We are famous]

the recently accessed files and documents by the suspect, with the date and time
of access.

Step 15: Go to Deleted Files under View Option in left Pane to check for the file
those were deleted by the suspect. Such files can be extracted but cannot be
recovered. You can use any other tool to recover such files only if the memory
location where it resided didn’t override.

-
Add Data Source ﬁmw Images/Videos ‘5=, Tmelne | [ Generate Report | ) Close Case ¥ AT o -reywordiits Qg Keyword Search
7 LIS Reed nentie LDirectory Usting | Keywordsearch 1-Frodo X va
WREISCEAREE  Fie system 331 Results
=@ Data Sources Table Thumbnail
=5} predous.img Name Location Modified Time Change Time Access Time
vol1 (Unallocated: 0-96) - = =
X r2g
& vol2 (NTFS / exFAT (0x07): 97-250623)
SExtend (5) ¥ 1589FF18d0L
J\ sOrphanFies (0) ¥ 24B7FSD0d01
¥ Sunaloc (1) ¥ 3A8D6508d01
- ) Doauments and settngs (5 y DAz
- [} Instruction Materials (5)
By ) ¥ 58482775d01
My Shared Folder (10) ¥ 624FA344d01
Program Files (34) ¥ 7B0DS684dD1
RECYQER/(3) ¥ 8AAIBC22d01
System Volume Information (3) o ioEeon
WINDOWS (22) i AID0FOOL
) $Carvedriles (102) % AS5882723d01
vol3 (Unallocated: 250624-250878) X B97C0342d01
5@ Views X C6991ADDA01

i Rt . D2BAFETFd01
B}y Deleted Files
X File System (331) ¥ DCC98A85d01
¥ Al(433) ¥ E956ABA2d01
(- MB File Size

< >
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Step 16: To generate reports, click on Generate Report Option. It gives you a wizard
to generate report.
Select the type you want to save results and click Next.

M Generate Report x

Select and Configure Report Modules

Report Modules:

(®) Results - HTML A report about results and tagged items in HTML format.

() Results - Excel
() Add Tagged Hashes This report will be configured on the next screen.

() Files - Text

() Google Earth/fkML
() sTIX

() TSK Body File

< Back Finish Cancel Help

Step 17: Select All Results and click Finish.

M. Generate Report X

Configure Artifact Reports

Select which data to report on:

@ Al Results
() Tagged Results
Select All
Deselect All
Data Types

< Back Mext = Cancel Help
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Step 18: The report generation is completed and results are stored in link specified.
Click Close.

M. Report Generation Progress...

et

Results - HTML : E:\CF\Yogesh\Case 1\Reports\Case 103-08-2020-11-24-06\HTML Reportjindesx.hitmil

Complete

Step 19: Browse through path and open index.html file.

C

Report Navigation

i

@ %

fod

9

Case Summary

E-Mail Messages (64)

Encryption Detected (2)

Extension Mismatch Detected (21)
Keyword Hits (500)

Operating System User Account (7)
Recent Documents (9)

Remote Drive (1)

Tagged Files (0)

Tagged Results (0)

Thumbnails (0)

Web Bookmarks (24)

Web Cookies (84)

Web History (929)

Web Search (16)

A

® file:///E:/CF/Yogesh/Case_1/Reports/Case_1 03-08-2020-11-24-06/HTML Report/index.html

Autopsy Forensic Report

Case: Case_1
Case Number: 1
Examiner: Yogesh

Number of Images: 1

Image Information:

precious.img
Timezone: Asia/Calcutta
Path: E:\CF\precious.img

17 |LFaleiro




Computer Forensics MSc IT Sem IV

<« C ® @ file:///E:/CF/Yogesh/Case_1/Reports/Case_1 03-08-2020-11-24-06/HTML Report/index.html - U n o =
Keyword Hits

. Email Addresses

Report Navigation

I Case Summary

© E-Mail Messages (64) Email Addresses

B Encrypton Detected )
Preview Source F
& Extension Mismatch Detected (21) )(*92=1)] <(86=«A0OLWelcome@aol.com«)(87=Your new screen /img_precious.img/vol_vol2/Di and gs/Frodo Baggins/Application Dat
\ Keyword Hits (500) <«AOLWelcome@aol.com«> From: «AOLWelcome@aol.com« Message-ID: /img_precious.img/vol_vol2/D and gs/Frodo Baggins/ Dat
<«AOLWelcome@aol.com«> From: «<AOLWelcome@aol.com« Message-ID: /img_precious.img/vol_vol2/D and gs/Frodo Baggins/Application Dat
Operating System User Account (7) <cAOLWelcome@aol.come> From: «AOLWelcome@aol.come Message-ID: /img_precious.img/vol_vol2/D and gs/Frodo Baggins! Dat
& Recent Documents (9) )] <(86=21)(87=«AOLWel |.come)(88=B d | /img_precious.img/vol_vol2/Di and gs/Frodo Baggins/Application Dat

= Remote Drive (1 o
= e ) Addresscsagan1934@hotmail.com
Tagged Files (0) Preview Source File
SMTP Email «Addresscsagan1934@hotmail.com« HTTPMail Polling /img_precious.img/vol_vol2/Instruction Materials/Windows 98 Sample Files/USER.DAT
Tagged Results (0)

Thumbnails (0) Adebi@accessdata.com

Conclusion: Hence, we successfully perform data analysis using sleuth Kit.
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PRACTICAL -2
AIM: Using Windows Forensics using FTK

Tasks:
e Creation of a Case
e Adding forensic image as evidence
e Analysing files of the image
o Creating bookmarks
e Searching
e Report Generation

Creation of a Case
Start a new case and input the respective details

AccessData's
Forensic Toolkit®-FTK®
N The Complete Analysis Tool
= Forensic

iy i Toolkat
ol ) 1

Investigator Name:  CF inves

Wizard for Creating a New Case

Case Information
Case Number.  20150520-003

Case Name: Demo
Case Path:  C:\Users‘\Admin\Desktop\Cases\

R Crgrraon 8 Ay Coogmtee Brtsocce @ Start a new case - Case Folder:  C:\Users\Admin\Desktop\Cases\Demo
o se Description:

1" Open an existing case ="
? Cancel

() Preview evidence

) Go directly to working in program

[ Do niot show this dislog on startup

Case Log is the inbuilt logging utility. As you perform an investigation, it will
keep a track of the modules used, searches performed, etc. It is like a journal
that tells a lawyer/judge that you really have performed these steps.
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e ) e s s —)

events that acour during the course of the case. You

Case Log Options
| The case log is a text file named FTK log in the case folder. | gets created automam:zw by FTKand comalns a mcuni of
rents

File Status File Category A T

You can also add

ype of ev

Events to go in the Case Log

I ) (52 ()18 ) 1)

your 1o the log file at any
mens tem, and yous can view the log i by selecing "View Case Log” i o o

ase Log Ermy " under the *Tools"

7] Case and evid

] Evor messages

@

ddition and
evidence is added or when Using Analysis Tooks later n the case.
Events refated to any emor conditions encountered during the case.

will be recor

[7] Searching events Events related to searching. All search quenies and resulling hit counts
ed

and

bookmarks.

o idemet

[V Data carving / Intemet searches Event:

[7] Other everts

that are perfomed during the case.
Other events not elated to the above, such as copying, viewing, and

When adding the forensic image to the case, you need to specify the different
processes that FTK should perform while importing. Processes like generating
Hash values for the files, indexing the files, storage of thumbnails, creation of

an Access Db for file listing, etc.

= I PGS I coman I Searcn

File Status File Category

Processes to Perform

Evidence is added to a case in several steps. Some of the processes are always performed, while others are optional,

depending on your needs and time/resource constraints.

An MD5 hash is a 16 byte value generated based upon & file's content. It is used to uniquely
identify files. Hashes can be used to verfy a file’s integrity. or to identify duplicate fies. MD5
hashes are used by the KFF to idertify known files.

[] SHAT Hash A SHA1 hashiis a 20 byte value. The SHA1 hashing algorithm is newer than MD5, but is not

yet as widely used.

[V KFF Lookup KFF (Known File ﬁker) is a utility that compares MDS5 file hashes against a database of MOS
hashes from kriown files. The purpose of KFF is to eliminate files known to be unimportant, or
to alert the to known illicit or dang: files.

[¥] Entropy Test For unknown file types, an entropy test is used to detemine whether the file’s data is
compressed or encrypted. Such files contain no plain text and will not be indexed.
Unnecessary indexing of such files can waste large amounts of time and resources.
[ Full Text Index The Forensic Toolkit includes a very powerful search engine, dtSearch, which enables the dded

todoi

of texual data. In order to take advantage of this

search feature, the data must first be indexed.

[] Store Thumbnails ~ Create and store thumbnails for all graphics in the case. This option speeds up browsing
through the Graphics view at the expense of consuming more space in the case folder,

[7] Decrypt EFS Files  Automatically locate and attempt to decrypt EFS encrypted files found on NTFS partitions
within the case. (Requires AccessData Password Recovery Toolkit 5.20 or newer)

[7] File Listing Create a Microsoft Access {Jet) database containing a list of 2l files in the case. The attributes

Database included are based on the Preprocessing File Listing Database Column Setting. This database

can be recreated with custom column settings in Copy Special

[V|HTML File Listing ~ Create an HTML versior of the File Listing.

[¥] Data Carve Automatically find speciic file types embedded in other files and from g x
free space. Retrieve results using Data Carving Option an Tools Menu, | ©anving Options
[V| Registry Reports ~ Generate common registry reports during preprocessing.

<M|m)lw

Adding forensic image as evidence

Add the Image file as Evidence. You can add an acquired image file, perform
acquisition on a local drive or add an individual file (like a .pst). Fill in the
required details. When the case setup is complete, FTK will begin processing

the evidence.
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e | Graphics | EMal |  seach | Bookmark |
File Category

e | Guaphcs | EMal |  Seach |  Bookmark |
Fllesu“ls

File Category

Add Evidence

Any number of be adc The evidence tems: - ~ - -
ohthive: o o g o . ‘ C\Users\Admin\Desklop\precious.img
Local drve: Can be a logical or physical dive == ar - .
Folder: Addsalﬁasm\hemeﬁedfdda Including cortentsof suboiders = Evidence Display Name:

Individual File: ar
The A e oot i et

of refinements can aiso be made. Thﬁelimmsmm:hdnmemmnddadmem\gu as well as spectic
ki Tomae hoss o == Tigfine Evidence - Advanced

Evidence Location:

Evid

Comment:

Type of Evidence to Add to Case.
8 Acquired Image of Drive
{7 Local Drive

() Contents of a Folder pded

) Individua! File

Loeal Eviderics Time Zone

Choose time zone for evidence

Cancel

Next <Back || Mex

Add Evidence

Can be & kogical o physcal drve
aectied flder
Adds 3 sngietle NOTE Disk mage fies shouid be added a3 acqured images.
-mmd’  and addecnal
., highight Advanced
| AddEwdence.. | [ Fde Endence | Remove Evdence | | Refne Ewidsnce - Advanced, |
Displary Nome: Source: Name/Nu. Type Refned  Tme Zone  Comment

precious\Par_1\The Freci, . C:\lsers\Adm, NTFS N NA
orecous\UrpaiSpace  C\User\Adm. Urpattion.. N WA

Current Evidence ltem:
C:\Users\Admin\Desktop\precious.img

Current File Item:
] precious\Pait_14The Precious-NTFSWWINDDWSAT asks

Current File Item Status Total Process Status
Action:  Indesing Elapsed Time:
File Type: Folder Total ltems Examined:
ltem Size: 28 Totallems Added:
Progress: 1% Total ltems Indexed;

Log the case/system status every 10 ;—f: minutes. | Log extended infarmation

Analysing files of the image

Overview tab shows us an overview of the items in the image and lets us drill
down depending on various parameters like file types. When we click on a file
on the file list, we can see a preview of it on the top right. There are different
preview formats like text, hex.
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File Edit View Tools Help

Overview Explore Graphics

Evidence ltems File Status

OFF. Tunﬂud

gaeae®ol

= 7T [ cohumms

=

¥ File Name Full Path RecycleBi.. Ext FileType  Category  Subject
[ [ 017003F5-D83B-4261-BC198...  precious\Part_1\The Precious NTFS\Dacument af  GIFFile Graphic
O 0201020472 \Part_1\The Precious-NTFS\Document. GIF File Graphic
(m] 7| precious\Part_1\The Precious-NTFS\Document.. GIF File Graphic
O i art_1\The PreciousNTFS\Docu GIF File Graphic
(m] 7= [z sl precious\Part_1\The Precious-NTFS\Document GIF File Graphic
(m] = [gEE : \Part_1\The PreciousNTFS\Docume GIF File Graphic
O e at_]\ GIF File Graphic
OEE g JPEGAFIE File: Rraphic
[ e 040102_slfred pa ipg precious\Part_1\The Precious-NTFS\Document... ipg  JPEGAJFIF File Graphic

File List

Preview Format
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4d50 |1& 6e 24 5c 18 24 20 8b-5c b0

| ] &1
DTN
b3 d0 82 47 ed 6% | -ns\-§ -\".D-Geo E
9f cc 5a 23 9b |@A~+PAI-g!--1Z--

4470 |36 Of c2 42 24 9f 2f 66-2c 2d d7 d2 de 94 11 aa|6-EBs-/£,—x0B--2

4480 (82 20 a0 28 0a 02 80 a0-228 Oa 02 80 ad
4490 (80 a0 28 1c 14 9b 91 a8-1a 9a 04 60 41

|

| §aaeo |40 ca 7 26 50 1 cc 06-b6 21 94

|

|

|

a! =~ ea (e

[ fl4da0 |94 05 01 40 b6 27 41 d6-81 76 b0 ea 0
|

|

|

[

|

|

4db0 (23 de 21 28 0z 02 21 db-1b 40 40 21 0d
4dc0 |05 52 Oa 14 3e 82 £5 03-fe 192 42 ee d8
4dd0 |64 41 ce 80 a0 28 Ga 02-80 a0 23 0a 02
4de0 |04 90 06 24 =8 05 03 db-1b
01-f1

TN

Create Bookmark..,

View This Item in 2 Different List »
Ignore Item
Launch Detached Viewer

Launch Associated Program,
View With... h
=1 View File Sectors...

Find on disk..,

To view the file we have different options. We can view it i i -
with the program associated with its extension or launch

Export File...
Recursive File Export... n Fil

. . - - o
the inbuilt viewer. o | e fire
cio! Column Settings... FIFF
cid! FIFF

2

File Properties will show us the various properties of that  =lfeee=
file like Data/Time created, size, etc.

1P

We can export the file from the case onto the host machine desktop

Creating Bookmarks

To create a bookmark, right click on any file(s) and choose Create Bookmark.
Give the name for the bookmark

Fie tam view 1oois Help

Overview | Explore Graphics EMal [ Search

040102_alfre @ 2p0t4t03sjpg @ blondlegolas. @ bush_warofc @ cartmaniotrpa

Bookmark name: Bookmark comment:
20may

&1 My Documents Al T Wy

@ filelib ———

| [ Great Pickup Lines.doc

- mQcqtite Apply bookmark ta

.- [B Mortgage accounting in‘
i @ (1 MSN File Sharing 5

_ Allchesked ftems All currently listed items

File Name File Path ol
o Baw]x'k'" catmanlotrparody, jpg precious\Part_14The Precious-N... | =
22 My Pictur SRt e comiccolaJPG precious\Part_1\The Precious-N... |
- SE Bece Uncheck Items comicscreamspook.jpg preciousiPart_14The Precious-N...
Fllstalcescencans [0 [ 32 Ignoceitents comicsparow.ipa preciousiPart 14The Precious-N...  ~

Unignore tems

gHm@ae®0 (@

| Remembet file position/sstzction

Copy Special...
¥ eName Full Euport Fies..
[ 040102_alited jpg preci
; : R File Export. 3
01 [ 200041035 g preci i Report options
O g blondlegolas. P& preci Flag Items 5, ; :
1 B bush,_warcfcolitionijpg preci Unfiagitems [¥]Include in report [ Export files
[m] 7= [catmaniotpaiodyipa
W] |coniconladra Analysis Tools... il —
7] sttt | s "} Include parent of email attachments?
,,.J RS Al S Column Settings.. N B OK Cancel
01 [ dean_lordioots.pg precious\Part_1\The Precious NTFS\Document.. !
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Searching

We can perform an Indexed Search or a Live Search from the Search tab.
Search string can be plain text, or we can specify a hex string and search file
contents for that hex string (Eg. Search for images using FFD8 FFEOQ, which
Is the header for JPG images)
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File Edit View Tools Help

indexed Search | Live Search |

. E—

ff dg ff €0

< I ]

O Text

Search ltems Type Wasci

Hex [¥] Unicode
[7] case senstive

| overview | expore | craphics | | searcn
Indexed Search |m]
Search Term | i [__import | [ Gptions._|
Indexed Words ~ Co... || Searchltems Hits  Files
frodo 2163 258
[ £dit kem
Cumulative operator:

Report Generation

Make sure you have some
bookmarks made Go to File —

Report Wizard

New Case..,
Open Case..,
Add Evidence...

FTKImager...
Disk Viewer..,

Registry Viewer.

Close Case

Save Case

Backup Case...

Export Files...

Report Wizard... N

Update Report

View Report...

Exit
Ci\Users\Admin\Desktop\Cases\Shu Email
C:\Users\Admin\Desktop\Cases\Demo
E:\Cases\mu002

E:\Cases\Mu Copy

EE Edit View Tools Help

"

[ estrem ) [ en | Resel Total Progress
e a R EiEe 0
Fie Progress
Search Flesults
TotalHits Found:
TotalFiles with Hits:
‘7';,&‘, = E

[ Regular Expression

3790 of 3730
Search Complete

1895
993

Bookmarks — A will ask you to choose various options you want to set for
bookmarks
Bookmarks — B, will ask you to choose the various file properties to be displayed for
the bookmarks

Bookmarks -A

The bookmark section is optional.  contains 3 listing of the bockmarks that have been

created during the investigation.

Would you ke to include a bookmark section in the report?
1@ Yes. include all bookmarks
) Yes. include only bookmarks marked "Include in report”
) No. do net include a bookmark section

Would you like to include = thumbnai imiage for each bookmarked graphic fie?

[¥] include thumbriais of bookmarked graphics
V] Export fullsize graphics and fink them to the thumbriaits

[7] Include thumbnail summary of bookmarked graphics

Woid you like to export the bookmarked files to the report?
() Yes, export all bookmarked files

@) Yes, export only files from bookmarks marked "Export to report”

2 No. do not expart bookmarked files

Bookmarked Files; S

Bookmarks - B

You have chosen to i

a bookmark section in the report. Listed below are the file
the 5

include.
properties that wil be included for each bookmarked fle n the report

Flle properties to be included in the repot:

Add/Remove Fie Propetties

Property Name

File Name:

Ful Path

Recycle Bin Original Na..
=13

File Type:

Property Explanation

File name, excluding path

Full path of the file

Full path of object befors &t was recycled
File extension

File type, based on content

File category, based on file type
Email subject

Date file was created

Date file was last modfied

Date file was last accessed

Faleiro
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You can select whether you want to display Graphics Thumbnails in the report.
If you want to add additional files (Eg. PDF of Affidavit) you can attach it in
the Supplementary Files screen
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Bookmarked Files: S

Graphic Thumbnails
“The graphic thumbnail section is optional. This section displays a thumbnail list of graphic
files found in the evidence. I may optionally cortain links to the full size images

[] Export full-size graphics and link them to the thumbnails

Would you fike to include a separate section for graphic thumbnails?
' Yes, include all graphics in the case
@ Yes, include only graphics flagged green in the Graphics View
' No, do'not include a graphic thumbnail section

Graphic thumbnail amangement:

@ 1perrow ("3 Bperrow

ENEENE
1. c:\myfolder\myfile 1 jpg
2. c\myfolder\myfile2 jpg

_| Group all filenames at end of report

Dc:VnyfddaVnyﬁle1 g

c\myfolder\myfile2 jpg el

Supplementary Files

You can add your own files ta the report by including them in the list below. Any type of
file can be included. The file will be copied and hyperinked to the report.

Add Files Remove File

Link name
C:\Users\Admin\Desktop\hidden bmp

Files:

Filename:
C:\Users\Admin\Desktop\hidden....

[

4 | »

Check here if you want the case log included in the report. The case log
contains a log of many of the events that acour during the course of 3 case.

[¥] Include Case Log in report
[¥] Include HTML File Listing from preprocessing

< Back Next:

Choose the location to store the report. After the report is created, you can view the

report

Bookmarked Files: S

L

Report Location

FTK reports are completely self-contained and portable. To move the report to a
new location, simply copy the report folder to the new location. The report can be
viewed using any web browser. To view the report, load the file index htm, which
is located in the root folder of the report.

NOTE 1: f you select an exsting folder {other than the default), t must be empty.
NOTE 2: I you are exporting a large number of files, make sure there is sufficient disk
space on the destination drive.

NOTE 3: f you are expecting to copy this report to recordable media, remember:
CDR 650MB, DVDR 45GB

Browss... |

[ Export alt files using actual filenames (may cause broken links on CDs or DVDs}

|_|Include Registiy Viewar repoits

[] Custom graphic for the report {recommended maximum width is 183 pixels)
ES

Report language:

[Engish

Save Changss

v]‘ b1z

Bt  File Type Categc

ipa  JPEGAJFIF File Graphic
JPG JPEGAFIF FlIe Graphlc

Recycle Bi...

ecious-NTFS\Document..
emow N T rb\D mcumenl
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Case Information will show descriptive information about the Case depending
on what was filled during the Case creation time

file1/C: \sers/Ademin/Deskiop/ Cases/ Demolreporindexhtm . “8 +A® =
ET Q Case Information
ASE R et PP
5/20/2015
FTK Version Version 1.81.0, bulld 08.09.25
Cane Summaty. Case Number 20150520-003
Case Location C:\Users\Admin\Desktop\Cases\Demo\
Evidence List Case Description
Report Created  Wednesday, May 20, 2015 9:45:35 AM
Supplementary Files
hiddan,bonp g :
7 Forensic Examiner dbdb
MIML File Listing Agency dbsdbdb
Address dbdb
List by File Path Phone
- Nose - !
Fax
MS Access database E-mail
Eile lisung database Comments dbd
List File Properties
- List File Properties - Investigator CF Inves
Agency fbifb
Suwcond Bacionaiice Address fbdfb
s Phone
20may 2
Fax
Selected Graphic E-mail
Thisinisate Comments
- Nose-

File overview will give an overview of the files found by FTK during evidence
import

E ! 5%! File Overview
ASE REPO
5/20/2015
Evidence Items
Case Summary Evidence Ttems: 2
Case Information "
File Overview File Items
& Total File Items: 3,790
fuigence List Flagged Thumbnails; 0
Other Thumbnails: 1,255
Supplementary Files
hidden.bmp File Status
Case Log KFF Alert Files; 0
HIML File Listing Bookmarked Items: 5
Bad Extension: 157
Encrypted Files: 19
List by File Path From E-mail: 205
- None - Deleted Files: 50
From Recydle Bin: 6
Duplicate Items: 373
“g Ac‘;&::“b““ OLE Subitems; 57
File listing database Flagged Ignore: 0
KFF Ignorable: 0
List File Properties Data Carved Files: 0
- List File Properties -
File Category
Selected Bookmarks Documents: 312
Spreadsheets: 10
Contents Databases: 0
20may Graphics: 1,255
Multimedia: 45
Selected Graphic E-mail Messages: 82
Thumbnails Executables: 7
Archives: 55
- None - Folders: 669
Slack/Free Space: 7
Other Known Type: 490

Case Log will show information about the various actions that were performed in
FTK
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CASE REPORT

1
Fil v

Case Summary
Case Information

Supplementary Files
hidden.bmp

Case Log
HTML File Listing

List by File Path
~None -

MS Access database
File listing database

List File Properties
- List File Properties -
Selected Bookmarks

Contents
20may

Selected Graphic
Thumbnails

5/20/2015 9:22:35 AM -- FTK Version 1.81.0 build 08.08.

FIX Exe Path: C:\Program Files (x86)\AccessData\AccessData Forensic Toolkit 1.81.0\Prog
Examiner's Machine:

Bhys Mem: Total: 3,950,108,672 Available: 2,652,852,224 Used: 1,287,256,448

Virc Mem: Total: 2,147,352,576 Available: 1,326,850,048 Used: 820,502,528

Page File Available: 4,294,267,295

5/20/2015 9:22:35 AM - KEF database being used: none
5/20/2015 9:22:35 AM -- Examiner's Local Machine Setting is time zone used for file times (creat
5/20/2015 8:22:35 AM -- New case started by examiner dbdb using FIX version 1.81.0 build 08.09.2
Investigator: CF Inves
Case Name: Demo
Case Number: 20150520-003
e Folder: C:\Users\Admin\Desktop\Cases\Demo
Descriptio
Case Log Options (NOT Case Reviewer Logging Optioms):
Log case and evidence events: Yes
Log erpor messages: Yes
Log botkmarking events: Yes
Log searching events: Yes
Log special searching events: Yes
Log other events: Yes
Log extended information
I

No

File Extraction: Yes
File Identification: Yes
MDS Hash: Yes
HA1 Hash: Ye
KFF (Known File Filter): Yes
Entropy Test: Yes
Full Text Index: Yes
Prerender Thumbnails: Yes
File Listing Database: Yes
HTML File Listing: Yes
Data Carving: Yes
Preprocess Registry Files: Yes
Decrypt EES Files: Yes
Default Case Refinement Settings:
Add files only if they satisfy BOTH the file status and the file type criteria as foll
File Status Criteria:
Deletion status: any
Fremimeian ararnes anv
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If any bookmarks were attached, then Selected Bookmarks will show them

e
KFF:
CASE REPORT MDS:  71B703E646C33964AD7ED6FE36BBSS3B
SMFTMirr 1/2/2005 12:12:37 1/2/2005 12:12:37 1/2/2005 12:12:37
File Type: Unknown File Type AM AM AM
Case Summary Category: Unknown
Case Information L-size: 4096
Eile Overview Del:
Evidence List KFF.
y Files MDs5: 1668D7BEE4CA89E8546B380FDC74A96E
hidden.bmp SLogFile 1/2/2005 12:12:37 1/2/2005 12:12:37 1/2/2005 12:12:37
e File Type: Unknown File Type AM AM AM

HTML File Listing

Category: Unknown
L-size: 2097152

MSc IT Sem IV

List by File Path Del:
- None - KFF-:
= MDS:  FA384A9919156ACF2D3A1C6FBTEC473D
"?iﬁc:essdmbm SAttrDef 1/2/2005 12:12:37 1/2/2005 12:12:37 1/2/2005 12:12:37
= File Type: Unknown File Type AM AM AM
List File Properties Category: Unknown
- List File Properties - L-size: 2560
Del:
Selected Bookmarks KFE-
% MD5S:  AD617AC3906958DE3SEACC3D90D31043
20mat [unnamed] 1/2/2005 12:12:37 1/2/2005 9:34:42 12/31/2004 10:53:12
T File Type: Folder AM PM AM
Thumbnails Category: Folder
- None - L-size: 56
Del:

Questions to be asked:

1. To list information about a file (Date/Time, Properties, location
on the disk, extension)

2. To search for particular files/extensions using Live Search
3. Report Generation having specific bookmarks
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PRACTICAL -3
AIM: Creating a forensic image using FTK imager
B A% L A% MRl LNLF. L
Aim:
Creating a Forensic Image using FTK Imager/Encase Imager:
» Creating Forensic Image
» Check Integrity of Data
*  Analyze Forensic Image
Practical:
In this Practical we are going to use the FTK Imager to create Images of the evidences
il diwialiots T g AL a .
Bl few Heda Hep
o a % a =-n kv,
— I:: | fre | Type | ote pasiing |
C.(_:o to File = Create Disk Image &

31|LFaleiro



Computer Forensics

MSc IT Sem IV

=} AccessData FTK Imager 34.3.3
E View Mode Help

Add Evidence Item...
Add All Attached Devices
Image Mounting...

Remove Evidence Item

B0 BE D

File List

Name

Create Disk Image...

—)

©

Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...

Decrypt AD1 mage...
Verify Drive/Image...
Capture Memory...
Obtain Protected Files...

Select the source evidence type

Select Source

— Please Select the Source Evidence Type
(% Physical Drive
" Logical Drive
" Image File
" Contents of a Folder

" Femico Device {muttiple CD/DVD)

{logical filedevel analysis only; excludes deleted, unallocated, etc.)

¢ Back Next >

Here we are going to select the physical drive and proceed

Then we browse the location of the Pen drive and click Finish
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Select Drive X

- Source Drive Selection -

Please select from the following available drives:

< Back I Einish I Cancel Help

Now we add the location to create images

Create Image X
—Image Source
| \\ \PHYSICALDRIVE2

‘ Starting Evidence Number l 1

 Image Destination(s)
L

| Add... ] Edit... I Remove
Add Overflow Location I

[V Verify images after they are created | Precalculate Progress Statistics
[V Create directory listings of all files in the image after they are created

Start I Cancel |

In this we are going to select the raw (dd) format
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Select Image Type X

- Please Select the Destination Image Type

(¢ Raw (dd)
(" SMART
 EO1

" AFF

Back I Next > I Cancel Help

And now we fill the details required for the case

Evidence Item Information X

Case Number: |290723

Evidence Number: |68

Unique Description: lSandisk Red & Black Colour 32GB

Examiner: IMaddy

Notes: [New. Unused, Empty

< Back I Next > | Cancel Help

Create a folder to save the images to store in the system disk as the pen drive size cannot be stored in the
same drive

Then paste that location to save the images and click Finish
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Select Image Destination X |
Image Destination Folder
[D:ASCYT\CR\FTKIMAG Browse
Image Filename (Excluding Extension)
|290723
Image Fragment Size (MB) Iq—
For Raw, E01, and AFF formats: 0 = do not fragment
Compression (0=None. 1=Fastest, ..., 9=Smallest) IO _|:l
Use AD Encryption [
<Back [ Enish |  cancel Hep |

Then Click on Start and wait until the imaging is done

Create Image X

—Image Source
| \\ PHYSICALDRIVE2

Starting Evidence Number; | 1

~Image Destination(s)
D:\SCYT\CF\FTKIMAG\250723 [raw/dd]
I Add... I Edit... I Remove

Add Overflow Location |

[V Verify images after they are created | Precalculate Progress Statistics
[V Create directory listings of all files in the image after they are created

Start Cancel |
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Creating Image...

Image Source: | \\.\PHYSICALDRIVE2

Destination: ID:\SCYI’V:FFTKIMAG\290723

Status: | Creating image...
—Progress
]
Elapsed time: | 0:00:06
Estmated time left: |

Now it will verify

Creating Directory Listing [100%]

Verifying [1%]

Source Drive/Image: | 290723.001

~Progress

]

524,45 of 29340.00 MB verified (104.891 MB/sec)

Elapsed time: | 0:00:05

Estimated tme left: [ 0:04:34

This is the Hash Value CheckSum given if it matches the original values then the evidence is original if not

the evidence is been misplaced

36|LFaleiro



Computer Forensics MSc IT Sem IV

B Drive/Image Verify Results

B pea—
Name
Sector count 60088320

E MDS Hash
Computed hash
Report Hash
Verify result

B SHA1 Hash
Computed hash
Report Hash
Verify result

IR _Dnd Caok. ik

We take the image summary

Image Summary

Created By AccessData® FTK® Imager 3.4.3.3

Case Information:

Acquired using: ADI3.4.3.3

Case Number: 290723

Evidence Number: 48

Unique description: Sandisk Red & Black Colour 32GB
Examiner: Maddy

Notes: New, Unused, Empty

Information for D:\SCYT\CF\FTKIMAG\290723:

Physical Evidentiary Item (Source) Information:
[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 3,740

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 60,088,320

{Physical Drive Information)

Drive Model: SanDisk Cruzer Blade USB Device

Ll
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Now we are going to view the images in the FTK Imager
Go to File = Add Evidence Item

Fll AccessData FTK Imager 3.4.3.3
Fie l View Mode Help

[€2 Add Evidence Item... | BRIEE

6§ Add All Attached Devices File List
Image Mounting... Name

Remove Evidence Ttem

Remove All Evidence Items

Create Disk Image...

Export Disk Image...

Export Loaical Image (AD1)...

4 Add to Custom Content Image (AD1)

IEme L&

Create Custom Content Image (AD1)...
Decrypt AD1 image...

Then select the type of the evidence here it is Image File

Select Source

~ Please Select the Source Evidence Type
" Physical Drive

[T —

(" Contents of a Folder
fogical filedevel analysis only; excludes deleted. unalocated, etc.)

7 QJC- I ﬂexi > I chel I L‘dp

Give the directory of the images created using the FTK Imager and click Finish
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Select File X
~ Evidence Source Selection
Please enter the source path:
ID:\SCYT\CF\FTKIMAG\ZSOm.OOI

<Bck | Bsh | Concd | mep |

Here we can see the data shown by the FTK Imager

F Acssdioen 11K imager 1433 - 0 x
B Iew [ ek
KAesae dEl e e Y

AL et ar e LT ey
v e Lyreey Foh Pe St | asina00ae|ss g2 " ctesl o o £ A |
e ca| A At sameck
e SBCE IR LR LS
o 233 aM1t a2 a- b
“
=
»
»
i
i
o
(N
@
3
=———— T
) ole% ]
N S I T I et

2Wnsau wn
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il Acwmlonta 11X Imager 1433
B gew Mede two

| Dot Moaites |
~ 08203 W0
By KoY B AT UvtonsiVobumeiant fi.. 16 Fi Slatk
‘“-"g' WeSemngs dot | RegilyFle 2508203 %,
5 rsmcciiet ot ) WiSettinge det FieSiock 16 Fobe Slack:
1138 osmened Seace Pos: k|
2 hrocyed wace]
22 20 20 G 80 €3 3D %Y, -~
Sdewerts e Poblte Soern §)-18 §) 03 00 00 &) 06 01| N ¥~ WK
20-20 20 20 10 00 @ 3ID Y., T
0 6719 €700 00 00 63 00 0| K% W
FI-37 FY IT OF QD X YT TP 8% - apVIY - iy
FF-FF EF 00 00 FF ¥F FF TE GROIMIVIVE 9490
0300 T4 D OF 0D EX 7¢ 93| N7 3 et Y
0028 00 00 00 44 0 43 M1 ge . dn
31-48 4L 20 20 00 4L 3D ) WIEIT-LUAT el
£3-19°57 08 00 0T 0J 00 0 W& WK )
el o oroIYIYIT G "
FE-TE BF 00 00 PP EF FE FE Qivivivivi 0iv?
B TIHIrWITIZIN Isdex - Jv
000D 13 00 56 00 4F 00 45 (075 00 00 00 €D ¢ &b ¥ Ve L w - we
Olald 49 4 34 43 22 42 TE 31-20 20 20 20 00 10 42 ¥ 2l W
0028 LD €7 §0 67 40 00 42 §7-19 §7 05 (0 40 00 00 00| W% BE - L
030000 DO 40 D) 40 00 0 0000 00 00 00 00 O3 00 W
—_— QL9100 09.00.00 40 (0 40 (O-0% 00 06 &) O G 00 &9
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PRACTICAL NO. 4

Aim: Recovering and inspecting deleted files using autopsy tool
Aim:
Recovering and Inspecting deleted files
e Check for Deleted Files
¢ Recover the Deleted Files
e Analyzing and Inspecting the recovered files
e Perform this using recovery option in ENCASE and also Perform manually through command line
Practical:

In this Practical we are going to use the Autopsy, an application used to check, recover, analyze and inspect
the deleted files using the Image evidence created

Open Autopsy and Click on New Case

Welcome X
New Case
)
Open Recent Case
.\.:,‘
Open Case
‘\.:/\
‘ OPEN | EXTENSIBLE | FAST Close

Give a case name and browse the destination to save the autopsy file
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M New Case Information X
Steps Case Information
1. Case Information
2. Optonal Information Case Name: 290723
Base Drectory: | D:\SCYT\CF\AUTOPSY)\ Browse

Case Type: © Sngle-user MY user
Case data will be stored in the folowing drectory:
|D:\SCYTICFIALITOPSY\290723

wox (5] o | cmd | e

Then give the case number and the details as per the case number when performing the FTK Imager Practical
1

M New Case Information >4

Case
Number:
Examiner
Name: Maddy
Phone: 8983233836
Emad. themaddy @gmad. com
Notes Sandisk pendrive red and black new condition empty
Organtzabon

Organization analysis s being done for: Manage Organizations
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Solr Keyword Search Service Opening Case Resources | Solr Keyword Search Service Opening Case Resources X
Creating new text index Preparing...
e —
Select on Disk Image or VM File and Click Next
M Add Data Source X
Steps Select Type of Data Source To Add
1. Select Type of Data
Source To Add
2. Select Data Source Disk Image or VM File
3. Configure Ingest Modules
4. Add Data Source
& Local Disk
‘& " Logical Fes
‘& Unalocated Space Image File
< Back Next > Finish Caloel Help

Give the destination of the image and click next
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M Add Data Source

Steps

1. Select Type of Data Source To
Add

Select Data Source
Configure Ingest Modules
Add Data Source

Y

Select Data Source

Browse for an mage fle:
D:\SCYTYCF FTKIMAG\290723.001
Please select the nput tmezone: | (GMT 45:30) Asia/Cakoutta
[T} tgnore orphan files in FAT fie systems
(faster results, although some data wil not be searched)

Sector size: | Auto Detect

Select the ingest module and click next

M Add Data Source

Steps

L Select Type of Data Source To
Add

2. Select Data Source
3. Configure Ingest Modules
4. Add Data Source

< Back

Next >

Frish

Cancel Helo

Al Fles, Orectones, and Unallocated Space |

5
i
|

Hsgtory

The selected module has no per-un settngs.

Extracts recent user actvity, such as Web browsing, recently us...

Goha Settnge

< flack

See the acknowledgement and click finish

Cancel ey
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M Add Data Source

X
Steps Add Data Source
1. Select Type of Data Source To
Add
2. Sclect Data Source
3. Configure Ingest Modues Data source has baen added to the local database, Files ace being analyzed.
4. Add Data Source
< Back Next > EBnsh Cancel Hed
Now we check the files recovered
M 100028 <Ay Any = a %
Cooe You Took Eindow ip
- L - B n iy St G - e C trvord Sawct,
$ Q | |
D feuoss !
@ Wma ':"- 13 et
. WL aiad O 06 - Turtne
B e D) FAT AL () X0 OOBEILY rere O Lmaton rodtet Tee Crorge Tise o Tee <
B8l wews ¥ ETSECTM m ' 0
5 T x B ! 3 :
Sy Oretdie
_ y oot Nvp e 1 N |
X e ¥ FOOTEAET e T2V I, R
L L x Drcom wy_TWOIh ) 10N RRICE (TN I
!‘i:m x B W otaE .
Sy aTed Cwesre e
< Manwd A % booe N
BN gk Laeen Mepeart fesen 0 x KCDME g Y NI E
&N Gegh Aeguie Caresson Semeh 00 w bl o vy % L RS
& bt s x b » "
5 C oMo " S8t ¢
:1@5:0)5-» x WSO " -
s ¥ o o e
. Aeporm X - Rewg 2™ " e
X ATy > L ]
¥ WIS g )
o AaAsana e :
¥ Uiy
5 Aaaannsa ae 5
R AAAAR AN ;
x TERaX ke
() R}

We see the Deleted Files

Now We Extract/Recover some deleted files
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X ouwi PRIY_EPUF £330 ¥UI_ VUL PIT NI IT IS DU | P2

% BOOTX64.EF1 fimg_290723.001 jvol_vol2/$OrphanFiles/BO0TXES EFI 2019-1

. buid.xml = 2022-C
Properties

¥ buid e 2022-C
View File in Directory

x b 2022-C

¥ NBPROJ~1 View in New Window ol 2022-C

¥ sfc Open in External Viewer 2022-C

¥ web View File in Timeline... 2022-C

X HAALAAHA, AgA Ext MHA A 1998-C

ract File(s)

x_ HAA.LAMA. AsA -.H/\'r\$/\ 1998_(

" AAAAAAAA BEG Add File Tag > AN @... 2004-C

X tFADSPH~, A8~ Remove File Tag > 4, AgA 1998-C

x AAAAAAAA.AAA

ANA AAA T DD00-C

A AAAN ]
Show only rows where > . 1981-C
i fetaz B Ty _Z907 Z 3. 00T Vol _VolZ yOrmianres|ro93na26, 533 1992-C

/ 0048429, txt fing_290723.001 vol_vol2j{$CarvedFilesff0D43429.txt 0000-C

A e

Add File to Hash Set (Ingest is running) 2
x AAI\"‘VAAA.AAA

Set a directory for the recovered files

Savein: | T Rec v BeE-

t Flename: |buid.xml | [ s |

Network  iesof type: [ allFies v) S
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Jimg_290723.001}vol_vol2{$OrphanFiles)t
M Information X iFilesft

’ﬂas,ll
@ WFiles)t
File(s) extracted.

LFiIesIl
WFiles)!

Files/
nFiles/t

;Flles!:

\sl\

Now we Generate a Report of the Autopsy done

M 290723 - Acaspry 491
Caze Yoow Jook Window Hee

- L) [
€

S W Oawasouces
= @ W00t
s volt (nadocated: 0-2047)
o vol3 (WSS PATIZ (3n0c) 2040 60083315)
S Vews
4 P Types
Gy Oeleted e
% MeSyrem Q1

x NG9
4 NB Fie v
S R

B vscnes ot

9N vaymerdnn
§ A Segie Laeral Keywied Sesch (0}
BN Snge Begusr xgresson Sewrch (0
* raseeries

Select a type to store the data and click next. Here we are going to generate the report in Excel.
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E '} G«mmw 74
Select and Configure Report Modules

Report Modules:
() HTML Report A report about results and tagged items in Exced (XLS) format.
© Excel Report
(©) Add Tagged Hashes This report mll be confipured on the next screen.
() Fles - Text

() Google Earth kML
O s

() TSK Body Fie

< Back [E] Firvsh Cancel B

Now select all results this will generate all the reports and click finish. The other option only generate the
report for tagged one only.

M Generate Report X

Configure Artifact Reports

Select which data to report on:

Select Al

Deselect All

Data Types

< Back Next > Cancel Help
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M Report Generation Progress... X

Cancel
Click on close and open the excel from the directory it is stored
® New - N Sort - = View: s
& »oow D T0 s ThisPC » NewVolume (D) » SCYT » CF > AUTOPSY > 200723 > Repoets > 290723 Excel Report 08-29-2023-12-35-36 v

Fle Edt View Tools
5 @ OneDrive Name Date modified Type Size

Q' Excel 29-08-2023 12:35 Microzcft Excel W... SKB

Ul Deskrop »

[ S -
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HOME INSERT PAGE LAYOUT FORMULAS DATA REV

-nr-“-] IE Cue [ Canbn ~ 11 ~] A A | — = =~
el s 7 u Tt > =S ==
~ S ormat Painter N - o R e —
Clippooard = Font L+ Al
Al o = S Summary
~ | B3 < o [ 3 |
k1l SarmirmiAary I
b
-
= Casze Namea: 290723
“ Crasse Nurmibher: ’9‘30793
S LxaarTiariesr: Maocdcdy
[<3 Number of Images: s
7
"
S
10
11
1=
13
i3
s
1G
s
18
is
>0
23
22
| Surmmsry tmcgegecd 1 iles | tmggagedd 1Itesults | >

a L] < D f F G M

1 [Oate Taken Device Manufacturer Device Mode! Latitude Longitude Altitude Source File Togs
2 2022.06-1015:30:21 1ST  realme realme & /img_03092023_mas00d.001/vol_vol2/IMG20220610181021.jpg.

3 202206-1018:10:271ST  realme realme 6 /img_03092023_mat00d.001/vol_vol2/iMG20220610181027.jpg

4 2022-06101510:301ST  realme reame & /img_03052023_mas00d,001/vol_vei2/IMG0220610181030.pg

5 20220610 1510:34 1ST  realme realme & /img_03092023_mas00d.001/vol_vol2/IMG20220610181034.jpg

6 2022-06-10 1823:26 1T realme realme 6 fimg_03092023_mas00d.001/vol_vol2//SCarvedF Iles/ 10000000 jpg

7 20220610 1524:071ST  realme realme & /img_03092023_mas00d.001/vol_vol2//$CaevedFiles/f0005120.jog

8 2022-06-10 15:24:13 15T realme realme & Jimg_03092023_masood.001/vol_vol2//$CarvedF iles/f0012256 jpg

9 2022-06-101824:171ST  realme realme & /img_03092023_maso0od. 001/ vol_vold//SCarvedFiles/10016320.jpg

10 2022-06-10 13:24:371ST  realme realme & /img_03092023_mas00d.001/vol_vol2//$CarvedFiles/f0020864 jog

11 2022-06-10 18:34:20 15T realme tealme & Jimg_08092023_masood.001/vol_vel2/IMGI0220610183420. jpg

12 2022.06-10 183425 15T realme realmeo & fimg_04052023_mas00d,001/vol_vol2/IMG20220610183425.1pg

13 2022-06-10 18:34:3715T  realme realme 6 /img_03092023_ma100d.001/vol_vol2/iMG20220610183437.jpg
14120220630 18:34:53 15T realme tealme 6 /img_04092023_ma100d.001/vol_vel2/IMG0220610183453.jpg

MSc IT Sem IV
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2 Undeoded ‘Samspade@myway.com
3 .UMedded Samspade@myway.com
4 Undecided  baspen39@aol.com
5 Undecided  baspen3d@aol.com
6 Undecided  jim_shul@yahoo.com
7 Undecided  |im_shul@yahoo.com
8 Undecided  jim_shu@comcast.net
9 Uncecided  jim_shu@comcast.net
10 Undecided  martha.dax@superiorbicycles.biz
11 Undecided  martha.dax@superiorbicycles.biz
12 Undecided  terrysadler@goowy.com
13 Undecided  terrysadier@goowy.com
14
Al v v S | File
E=ENES) B C 0
1 [File____iExtension MIME Type Path
2 AC19.8p) gp) image/jpeg /img_04092023_masood.001/vol_vol2/SOrphanFiles/ IM_SH™1.PST/AC19.gpj
3 |AC19.gp} gp) image/jpeg /img_04092023_masood.001/vol_vol2//$CarvedFiles/f0333408.ps5t/AC19.gp)
4
5
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PRACTICALNO.5

Aim:Capturing and analysing network packets using wireshark

Aim:

Capturing and analyzing network packets using WireShark (Fundamentals):
e Identification the live network
e Capture Packets

e Analyze the captured packets
Practical:

In this practical only identification, capturing and analysis is done.

We will also solve some cases to understand the practical clearly.

Identifying the Live Networks

We are using WireShark. an application used to identify, capture and analyze the network traffics.

P L —— - 0
Fie St dwn Os Capture  Arwie  Stetcs  oeghom  Winder  Teok  beip

am_-® xE 9 =
o

L

Wekorw s Wiastank

Open

9P T AP LA RO AN RO g (it et
POs cherChateng\ B 17, peasng Joct Ban

R PTNE g€ Roh S apes 1P g X foww)

Capture
g b ta: [H T < Alirarecs dww *
"we e
[ B ce—
L0CH Boms Comaon”™ I —
1P Avare Fabrrte & smpter VAo ol o= T
Mvre Netw ok Abopte AN . PO+ C— ‘bt
L R —— [ X e

Learn

Tuer's Camde W Guesatess ard Anwmers  Plafiog §iele

P A ) WS 154 [ B A VI BN O

T My W s ity w~ rasats ot Cafd

Capturing Network

We are now going to capture a network of Ethernet
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\

L Captinrg e it - o »
Fle €22 Ywn Os Cotue Ankas Stetcs  Teaghomy  Wimbes  Took  Hely
i8 s w DRE Qs ETES ERQAD

[0 » s W= S
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1.9 sy Puretife SN S Broadimt _~ - WO Tas #5268 03 i Tell &k T3 33

2 9.9¥ 09 (LT T ) 162 358 136 10 M e

3 s.eurrat 143,10 100 10 13, 300.30.38 = o 43 o 19300 [ATK] Tewrl AAD WEAeTED Level WEel MET

49, Ly Fures fe S840 oMkt . - WO M 83.268,75, 9F Tell 48 348 73,33

S 2.200558 Miera-5e Bi:2e:th  Seosdcmrt e - Wo hes 137.385.10.115F Tell 152308 00.0%

LR Cospalle Md7i4f  Brosdcms A - Who haz 102, M6E 10, 437 Tell 192360 304

7oA Compalin Macdrief  Secsdcaat o C W0 hes 392508, 00. 400 Tell 192 300382

B1. 10w 190, 164.00, 20 152 10808055 AR Jad Dm0 v0r 2o Awnmntesest 25001, AT workstation, boeadin fre

° .M Fiare S8 1030tk PBroedeat ~r - W bew 337,348,310, 3387 Tell 353,368 38, 0

10 LAy Compu1in_ M 4741 Mosdiat o - WO s 352 00,100,407 Tell 19 AR 0L

1 LA Compalin #2:47:41  Brosdcmt ar - Wo hus 132.388.10.40F Twll 192.000. 3000

12 L Compalin M a7 iar Rrcadcmt e - W0 tac 382,550 10.777 Tell 182 35694 |

13 teapra 163.1%a.100. e 193.100.28.38 Tisva,: 3ta Aopilantion Zale

e AR ORI 1A 3N L e Tt s e Locd {7 ardan Sara

[ Frame 11 8 bytes on wire (400 MEE3), 08 bytes ceptured (408 BLts) e InterTece #
¢ Eeverrat I, Src: PumesiTe Bd:3booR (ec:®S: . Duez (104400000 :44)
* dtress Asselation Srotocol (reaiest)

|

CEAF OF OF (F 1 ac 03 >4 3¢ 1o 40 %2 92 0w &1 -
A6 08 06 B 00 0L 3 B5 M0 o Ok LTS &8 0 L B U
00 D8 20 B2 00 M 3L FE 45 10 00 20 W20 N W0 1K
LR L R R R
@ 7 ptwret v opuns npages> Vet L4 - Depayeet 134 {100.0%) Pt Cvfadt

As soon as you single-click on your network interface’s name. you can see how the packets are working in
real time. WireShark will capture all the packets going in and out of our systems.

Analyze the Captured Packels

Color Coding Different packets are seen highlighted in various different colors. This is WireShark’s way of
displaying traffic to help you easily identify the types of it.

Default colors are:

= Light Purple color for TCP traffic
= Light Blue color for UDP traffic
= Black color identifies packets with errors

Example these packets are delivered in an unordered manner.

Click on View => Colorize Conversation < New Coloring Rule
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Anatyse

@ Cortrpa oy
e .,| View }.; Cagasre
e an Tocker

n v Fikw oot
™ ¢ S e
a Ful Soees
s Dackwilin
.
5. @ Packet Dak
. Dachet Bten
2 Tiere Disgiay Faomt
b Narie Pasiution
"
1 Joem
12
13
" e
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Frame
Ethrm
fddres: =

Caloras Fackat L

Wistens ol
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oo Tekghary

Helg

m i

CirteRighe

Py Fed (48 Bits) on Intecface

B0, Dets Beaademit (FE 0000 40:00200)
|

[ comncommton

Weset Layod
oS W Resze Coloms
-
- Inbemah
e

ow Paciet o New Window

L ;' Comn 1 Chitet
TITR" Col 2 ol |

CulrShieR 3 cows Coie3
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New Cafenng Rude...

o

Here we can see the Default Colors given for every Packet Capturing

£ Wireshark - Coloning Rules Default

Firer

Name
B New coloring nule

jeth.addr eq 2c:85:3d:9d:bb:d and eth.addr eg FAEAFAFHA

@ New coloring rule
B New colering nale

smb || nbss § nbns § nbipx || ipxsap || netbios
hitp || tepport == 50 || hitp2
Ipx [] spx

(ip.addr eq 192.168,10.115 and ip.addr eq 224.0.0.252) and (J\;.pod eq 52261 and udp.port eq 5355)
(1p.addr eq 192,168, 1041 and ip.adde eq 239.255.255.250) and (udp.port eq 1900 and udp.port eq 1900)

hstp || eigep || ospf 5l bap | cdp || verp || carp || gvrp || igmp || ismp
oo SO0 | tcpogifinan |

tcp
wdp

Dovdve cick 10 edt. Drag 10 move. Rules ave processed # onder vl 2 manch & foune.
Background Apply a5 fiter

Export
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Now we analyze data using filters provided in the WireShark application
Write the following commands in the given area to apply filter

A Lpunng rom tnenet
ﬁkEdiMGoCanureAmiﬁe%mT*ﬂqude&lp

o

[hosty & doptay fner  <Crtj>

Display filter command

1. Display packets based on specific IP-address
» ip.addr == 192.0.2.1

Sousee. T PO Protocol  Length Most Server Referer Info
WusweiTe_9d:bb:dd  Broadcast AP 0 Mo has 49.248.73,
192.165.10.28 142.250.199.130 TLSvi.2 - 55

142.250.199.138 192.168.10.28 TP 66 443 + 50164 [Ax]
Mugweile _9d:bb:d@  Broadcast ARP ) Who has 49.248.73.
Micro-St_60:2a:5b  Sroadcast ARP 60 W has 192,168.18
Compalln_fb:47:4f  Broadcast ARP (] Who has 192.168.12
Compalin_fb:47:4f  Broadcast ARP (] Who has 192.168.18
192,168.18.104 192,168.10,255 BROWSER 243 Demain/Morkgrowp A
Micro-St 6@:2a:5b  Broadcast ARP 68 Who has 192.168.18

A Ereme =
Fke Ee Viw Oo Cotus Aosas  Sutmcy H-; Wenle  Tock  Help
AMd® "PREQRSETIZI S RAGD
,hwm L=
Sorc Dentrater Promco  Langth Hext Sarver rfy
L 28,0505 150.164,18, 28 182,256,195, 1% TLSvi2 S5
| S 142,29 .19 .1 192,148.10.26 w L GA5 v S04 [ALK] Seqel Ackel Wimeddl Lened Sl SRl
B 3.amem 193,303,30, 30¢ 392,148,10.3% AR A Owma dn /e bgraam ML, WY Orwwin
2 aenm 142,259,183 185 152.168.19.28 svia o8 toplicatien Pata
4 193006 1801680008 342,290,185 108 Tiwia -» Application Duts
1S 1,900 152,140,000 42,196,100 1% w2 " Application Dats
6 3,970 343.9% 1809 240,303 o - 443 4 07 [ACK] SeqeiSt AckedS WiawTiE Lened
17 1.955% 142,259,183 165 132.358,10.28 Ll L 433 ~ SO230 [ACK] SeqelSS ACke?] Wit=ISL Lt
1B 1.1%400 192,184,200 342.290.183.17% LWl ses Application Outs
19 2,184%7 50,148, 00. 20 342, 250.100.10 fsvia s Apptlcatien Date
ELER ] 347,790,151 .574 20880030 o L AT 4 20597 [ACK] Seqed AckeBI WieeST) Laned
0 148870 142,259,183 474 132.158.19, ll o L] 43+ SANT [ACK] Seqel AckelT7E NivGRd Lend
1z 22000 100180008 256,238,354, vl ”"
1N e EALSRE L BT ] WA aE e l. e . AN e ITA TR Gt e Wl et L

> Frawe 31 55 bytes on wire (e N“). 9$ W‘l u.tv’!d (658 Mts) oo Ietertace 8
» ethermet I, Sec: f

o Det: Sophos 6B:22:83 (Ye:Sacleotbi22:as)
» Interret Mrotocel bersion 4, S0 l’! 14.10.0, D5t W 190199, 10
L Tresssissien Comtrol Peateeol, Ser fard: 58106, Det Juet) 441, Seqt 3, Sk 3L Lewt 3

Secwre Sockets Layer

0N e Salc 2 EI AL Kl G ASOE NSO (ZKkck w2
WL MDD NN Wkl iy )W
PN T B2 3 AN th FE M o 71 S bd Se cT %0 1N  Sad
GE AL LS e e "
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2. Display packets which are coming from specific IP-address
> ip.src == 192.168.10.28
A it -

il Bt Vies G Captus  Asabis  Sttitcs  Tepheny Wik Tock ey
ABAD " SRE QemETEII Eqaqn

LT3 LT Hid e
e Tre il Dwvtraten Fromce  lergth Most Sarver e o
0 Fesses amLesaecE LI mavia s ' '
14 193062 180,153.08. 29 ML 006 Tisvi 98 oplicotien Bty
A8 Lasmeees 1%.is8.00.00 34229155, e it ”» dopliceticn Sata
1 250006 150.168.16. 58 342250285, 108 vt e soplicstion Sots
A% 2oisanar 8.0 0 M flaviz s foplisenion Sete
22070 192,160,502 HC.2 a0 LS ) 3
* 20077 192,368,508 3% AL, o " N300 « 443 [A0E] TegrI0TH Ack=3M Wint212 Levd
25 239540 180.153.40. 29 342.250.183, 04 nsvil o 92 toplication data
37 3.044058 182.188.10.08 242.2%0.199. 14 Ll L
34 31980 152,158,146, 18 225067, 184 nsvil 58
38 30008y i82.308.30. 20 Az ez flave.2 L
ELE R JAZ 250305, 00 flawi2 @0 Mpplicetion Sats
AL 3.3 LN B 37308 0 Tivi.2 " Soplicatlon Sate
S ALl BLL R AP SA WA e FIcwt ) hesh

Frame 21 ﬁbﬂaolldﬁe (“DIB]. 95.,‘5 Gprured (‘. MEs) w interface 8

® 11, Sec: : Sophas_b:22:63 [Fe:iarles8bo22:a3)
Lenerset Arotecol version 4, Seci muuu, (23] mumm

Fronsabssion tamral Protacel, S rts 50104, Set Merts A0, Seqi 5, Acks 2, Law 3

Secrw Suchets Layer

s

[~
o A
61 be

1=K

Reesishondd Woteel Lowh fee e S Ll

AT 10 ALTIE2 o N 1 A . GLAST (YR, ACH] Seqed Ackel WIreASiMd Ll FEI-1Ae SADC T
146 190 4000 192.260.10, 38 o - SO« LT TACK] Soued ACK-SLE MLE=EATEE Laned THAR1-2222606080 TS
34T 1300 4mary W, . i e Sarvwr Melle, Charge Chpbmr Spms, Al bowtlon Sete

4140 100 447001 240,10, 24 i e Contineation tuts

34340 1300 447N 193,388 10 5= LAVl M Tartineatbon Cule

34038 L300 BASLLT LD, 33 40 M.k e e " i A e SR [ACK] Seae3ATT AheTRE WASGATER Lenet Thealeliiianiiin
4140 190 6TITE 164 90,58 A PR BTN WLy W AepLLCHLSan Data

4190 1300678738 104, 00.588 4 M3 e 10.0n el »r Appllostion Dete

4104 L6 6A7L0 164, 00,55 4% 192.346.10. 08 e - 443 o MLET [ACK] Seqeiel ACK-LISE WIMGAZSE Lewed TIvaleZ22ledses
24173 1300 TEATLY LD 20,33 4 EEE T Tavi g 1 Applicetian Dets

HU6 L0 NILT L 00.58.48 192, 340,10, 00 vy & AppLicatson Data

JALIT L300 TRITIA LD4.00.33 44 9.0 3008 LWl N Aeplicatian Duts

SAITR N TR A A AR LR T sty mn Len 1o nt San Dura

¢ Frawe 24380 74 hytes on wite (S92 DITS), 74 tytes cartwred (m pits) o lw 4

» Btherrat IT, Src: Soohon 85:22:63 {Tc:Se:dcc€bcl:05), Duk: & 1% d:4%)
» Iaterret Protecel Wersion 4, Seci 184,39, 53 D511 192, 36810, 28
'

* =T e 2
Cae Ik,
T v

o
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4. Display packets which are using http protocol
> http

File Te Ve G Cative  Assboor  Dititin  Waphoey  Wiskset  Towk  Melp
ABAR S BRD QeET i EAARDT

Dweraten P Largth Foe e Gt b

JOPRTTRTRTY e WP/ J00 o (mukicatien/tat )
190168 1028 G WITR/LLL 2609 O (seplication/tevt)
19210610 38 e MWL 300 O (epplicaion/test)
1020851020 Wit WAL 30 0 (apiicatioa/tast)
192.158.20.28 Lo TP/LL 300 O (applicetico/tws)
195,160, 10.20 Wit WITRZLLL 20 O Opdicationtest)
1971681908 il ITTRAEE 300 T (mppdication/test)
190156, 10,28 NTTR WITR7LL 39 00 (apslication/test)
1921850000 il WG 300 B (mppd bastbnn/vens )
192, 16419, 28 WP HITRZL L 269 00 (application/sert)
143,188 10 18 wrre ITA/IL 200 B (eppdicat len/vant |
191, 158 18,08 W w7 o

145, 168 L METP HITP/ALL 368 o (applicecion/test)
LT ey L R e L e P )

Frame 241341 mmommn\s),%mcmwnuu)nnmo
Trhernet 3T, Sees Saphee [Ye1%m

Interoet Protocol Verslon 4, Srcr 15.297,161.196, Ost) m.:n »a

Tranialasion Camtrol Peotusel, S Mot s SOE8, Set frti SO0, Jaqi 1960, Acki SY8E, Leni W1

wowww wl

+ Pedis Type

T s e b T -
GO M2 A5 718l M T2eS A0 ctal okt bR QB

GECL B x 3F 90wk B0 b e T de 09 73 B4 3 W 38 )r(’
WG M 7P WS MBI NN ~ HTRALL
GOS0 38 30 o 40 00 0u M AL D4 BT Je 20 W o de 08 1 st Man
WS X WM NDESN MR RNV R LMy BDIO
U Ba 34 31 Se 55 33 20 A7 &d 36 B e 41 3 fe Fe  ALIAS G WD Cent
AN S 6e T4 S ISTRES 210K W EC BREE et Type ¢ aelic
SR GL JACDEF Em 3T 74 53 T 74 0 O 43 & fe 74 stiowte v Comt
QS 65 6 T4 M & 6566 67 T 68 33 20 M 0 X OF  eat-lang th 463
Weat w43 &f Ge e €5 63 74 €0 ©F Be Ja D8 20 £3 65 Conmect ion: kew
GEO SIS R NEEN Rk 6T 60 MG peallve - rlaf

5. Display packets which are using http request
7 http.request
A Ureat

Fae Kan Ve On Copwe Anahun S Wephery  Vimkes  Sek  bp
ABSH - BRXE QeasETIT ERAQAQAD

A mroaen
o Tese Sarce Owtraton Mol Lergth Fost Zerver ixtew
102.153.30.38 39.235.95. 350 e 37 230393193250
192,163, 46, 29 L¥3. 155, 55,058 s N7 299,255.155.050 1.
153.163,30.38 9.5 5. 790 e 27 230.283.733.1%
192.063.00.08 T 255, 355,250 S 7 29,095,255 %0
193,500, 50. 28 .M. N80 e LT 29,3905, 1900
AN 0600000 9,155,555, %0 E g 27292509 8.
W2.508.00, 00 399,295, 95, 730 g 17 239,393,391
192254, 16.28 19,207,468 166 e 423 prowr ) drsecure ..
192.363,18.38 13,200,368, 208 o 403 pravrl. dtaesyre .
192,163,160, 28 15,090,564 1586 TR 435 prowrd. fesequre ..
Ly 21 prowrl. iteecire..

192.288.10.28 15.297.160.10¢

* Frame 26432 Q’Mﬂﬂ-ﬂlt ounuo).mmu¢m(mauu) o interface &

’ i, e Duti Sephas 8122063 (Yei%e134180:32163)
'+ Interret MWM el m S“-l‘-l. o5t xsm.m “
’ Pratosal

Transsizsion Comtral Src Port: 20339, Ost Port: 388, 1 1ANY, Ack: 1387, Lem: 340

WL Porm URL . 14 ferm-url
TeSele th 2503 Fh ek BcBr AN NI Q0 [Zkck e 2
GELE 0L ES A0 eL A W 0 06 (0 00 9 0 B 1¢ OF of
TG Al ed b 1 W ee T B2 fe vd el TH kW 00 » L4
W e MmN SN ] ST Al
S GL e 2 af TI A0 Te 03 77 AN ES VI S 64 63w s eriervic
GEUL BS XF SH S2 SC A AL A 6567 OF 22 68 Ta 65 20 /URLCM egoclze
W0 AB 4 34 % 24 31 e 51 Dd Om 43 oF Ce 76 83 &m  NTTP/ID  Conten
W J6 25879 P65 30 6L 76N 6C 8543 6L 6 t-Typer mplicat
2000 @D &f 8¢ 2 T 24 77 77 77 24 €2 6F 72 @d 24 73 dcn/x-uw w-form-u
WS 726065 62 B2 ST SL 65 61 0 B9 55 73 65 T2 10 rlencods 4 User- i
SOa0 AL 67 03 Ca 74 3a I8 Ga T3 6F Le OF 78 TE TR Qd  Agemt: § acobtep y Y
W MG TIMNINN 26T TSI K e 80 Hostt otk s \
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6. Display packets which are using TCP protocol
7 tep
I

Fila Ede View (o Captuw Acdlse  Setaticn Waphomy Witdes Tock  Hep
ABAD TERE Qe+ SESTIT =S QRARY

. Trw . Datrator Pratscel  Lergth et

D4R 1308, 110470 190.158.10.39 A2, T3 280104 Tiswi.2 24

24383 MBS 150.563.10.23 142, 356,.383.174 Tisyt2 us

4508 3300, 14pAJe 1023830000 0210050, 8 ko ”

DANS L3 212072 LNRUEA AR 152,166,388 Rl 54

M2 1M 1NN ANILISI. IR 192.145.30.1 TiaE.Y 127

JAALT LGS IVEIVE 1B2.ANS.M0.03 PLERTT T RY ”

24119 (306 23620 1806630009 192156000 TO 54

JATIL S500.3IVIIS  102.385.30.09 3192.148.30.4 nawte W

24015 1396, 33450 182.1689.16.23 142,356,831 T 54

JALIC 1M MMIE  AWLIEN S 3. Ritd M
| B e WS WOAMNM RIS T2 9
- 24032 1398, 3314))  180.163.18.23 15,207, 163 4% HITP &3 ¢ 1, Stsecure. .

Sew Balew o
Ignared Unknown Recond

U128 = STZLE (AOK] SeqeiiS3 ACKATILT Wins-LBaMEd |
Licetion Dets

fata
2128 = $7206 TAOH] Sene2if6 AckeT2) MIA=LRLES |
Agplisenion bare
A2 = 413 (MX] SeqelAZTE Scka063A WEARS1L Cened
WINI . 443 (ﬂ) Sepe 332074 Ack 0T WAtIIR L
 wptication taty

ST fuLCategorizerSeryice/IRLCategorize HTTA/L L

» Frews 201320 mnu;.ma&uu«a.mm:m(mumnmo

¢ Inmterset Protocol Yersion 4, Srcs !!l 163,420, Doty 15,097,161, 196
' Trasssissics Comtrel » %C Port: 52399, Det Port: 3090, T 3437, Acks 1997, Len: 340

. 12, weer 6 J. Oet: Sephae Th:22:03 (Terterleifhiiiien)

e T Salr th I3 BI M4 D EcJe CAASDISO IO Ik k e £
N BLES of ¢l Sh B0 Bk 65 B0 20 ) 98 & 1c BT T

WL ek oA ah df 3F 90 00 T KD fe e el N4 R IR " A4
SANE 66 00 T Cf Bh B0 S8 4T 5D 54 20 2T S5 S 4 A ) POST AulC
SOM B TAES 67 €f T2 P Ta 0372 5345 71 76 £9 €5 stegoriz evServic
WOU S5 2T 55 S2 A M) 61 T4 G5 6T €T 72 60 T 65 20 e/NBLCet egocize
FOIN AS SA SH S0 2 5L 20 3% B 0w 45 df De N 05 Ge  NTENLLL  Contes
W 762 56T TR E5 3 N 6L 06 N AC 6983 61 T t-Typel  aplicat
Wk e ofte X TENM TR TT 10 04 oF T 0d M T denSxomr w-forwen
G T G A e 4D GF 64 65 A A B 5 TY 5 T2 M rlescode & Users
GOUN AL E7 0 Ge M4 Sa 20 S T af Le 4B YA S 70 3¢ : 3§ sanhtep
VN RSt TITE N TSI IS Te 9 M Mot p rourllde

7. Display packets having no error connecting to server
» http.response.code==200
A Avenm

File Ede Yiew Go Captum  Acsbor  Sisteticn  Telaphooy Wirsks Toch  Help
AB I " ORE e ETIS EQa]O

FIUIR Z201 VIMARE B0 JNT M1, 008 Lt d
| 160 196 3NS5 15 297,151.1% TP
| FTEYE A0.NITIN 10097 M1 0 Lo d
§ 33500 1256155205 TP

SRR TR . e
b MR LA VR WS AL T A wITR

o, Trw Sarce Twrtzrmien Prafocs  Legth Mest Server Pt o)
4300 res.ane: L Mr.a e 202,108, 00 08 -y - ATTP/LL 308 O (epplicetianttext)
1335¢ W7, 402777 15.097,351,. 196 192,169, 19.18 Latd o5 STTR/LL 208 00 (eppllcationstext)
R rer. sl e 192300 0028 e ay REIR/LLL 200 O (appllawtianient)
876 796, 76676 15,297,351, 196 192,166.16.28 TP 31 STTR/LL 20 00 (spplicationstext)
LEFI0 1847, R0FRED B30T, Lal. b iy l AEIR/EL Sen OF  (appliastianivent)
28677 1846, 1458 15.297,151. 196 wTTP s STTPLL 26 00 (ppplicetionstext)
BENCY 1. 0B 10 00T M8l e Laald -“r MEIR/EL e 08 (apellaenianivent )
13534 1194, 939557 15.297,151. 1% TR WTTR/LL 2 Ov  (ppolicationstext)

ATIR/E L e OF  (eped heenlanivent )
WTTR/LL N Or  (pplicationstext)
WEIH/SE 20 OF  (epedlewtinnirext )|

WTIFZL L 20 00 (spplicetionstext)
STTP/3.4 29 08 (appiicetion/text)
R L )

T Frowe 111 435 bytes on wie (3430 BEES), 435 bytes Captires (348 bITs) o4 tnterface &

Ethwerwt 11, Sec: Sophes (Te Dat: fa-th
Istedret Protocol Yersion 4, S0 li.‘, %1, l“. 152.1686.19 .26
Transmission Comtrel Protocal, Sex Port: TR, Dot Pert: SO0, Seq: 1238, Ack: 1417, lem: 333

© Pedis Tyoe
EUE FA T B B S AT Te e de TR 3240 W 40 N 00 DRI PR S

NBNDBWOE DBt e 2

Qe B¢ 1F 90 of df w8 w3 Yo 3F W 72 EI fe %1 | r-P

06 70 0% % 09 00 45 54 54 80 X AL Je dy M 3E oz W TRALL

30 3 20 4f X2 Bd Ge 44 BL TS U3 Jm 30 4D 2F S DR OK D ate: Mon

JC M NIAS N 2002 NI N0 M IS, S a0 0

S 54 51 Sk 3% 32 20 47 4&d %4 Dd te 43 of G 74 RS2 EMT Cont

G5 G D6 24 BA TO OGS M IR 6L TR W GC 68 63 ent-Type + applic

Q1 %4 00 6F Se 2f 24 65 T8 24 B3 Oa AY &1 Se 4 atizn/te 3t Cont

65 60 7H M 8 65 Fe 67 7468 23 20 X 34 N 0 ent-Lerg th 26 i

On 43 2F e 2o 09 45 M 00 8F Be Te 28 0k £ B8 Conmeit bani ke

000 61 6 65 T6 £S5 B2 Gy 8 @ 52 55 58 7 dc peaifee  RSL
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8. Display packets having port number 80, 443
> tcp.port==80 || udp.port==443

A rihermet

Fle 4t Vuw Go Coptuee Anabae Stamatics Telephomy Wirdess Tock  Help

AR e TERBResGTLiT BEAQAQQAD

(R [\pport oo nf

. Trme Sowce Oestrason Prowcel  Length Server o
18651 1056,03M75  129.227,29.114 192,163.10.28 2] 50 + 61408 [FIN, ACK) Seqe22 Ack
38656 1056,142568  129,227.29.114 192.168.10.28 TP 7] 80 - 61438 [ACK] Seqe253 Ack=192
21848 1190.915180  129.227.29.114 192.168.10.28 T % 80« 61445 [SYN, ACK] Seqe0 Ackel
21853 1191.098378  129.227.29.114 192.168.10.28 en @ B8 « 61445 [ACK] Seqel Ack=1%1 i
21868 1192, 1300 129.237.29.134 192.168.10.28 wre 305 nginx HETP/3.1 204 Wo Content
800 1192132701 139.237.39.114 192.168.10.28 e “ 00 - 61843 [FIN, ACK) Seqe282 Ack
20672 31102.019040  129.227.29.114 392.160.20.28 e “@ B0+ 61443 [ACK) Seqeas) Acke192

| 22044 120090370  129.227.29.114 192.168.30.28 e “ 00 + 61446 [SYN, ACK] Seqed Acked
22047 1200,911287  129,227.29.114 192.168.10.28 e @ B0 < 61446 [ACK) Seqed Acke191 Wi
20048 1200.921342  129.227,29.114 192.168.10.28 WP 305 nginx WITP/1.1 204 Mo Content

| 22083 120092132 129.227.29.214 192.168.10.28 e P 50 - 61846 [FIN, ACK] Seqe252 Ack
22052 1200.92)718  129.227,29.114 192.168.10.28 T %) B0 < 61846 [ACK] Seqe253 Acke102
V1L 1004 ARKIGH 19,227,118 190 16K .98 08 "we . A e A145A TSV, &) Soned 2okt

> Prome 22052: 60 bytes on wire (409 bits), 60 bytes captured (450 Bits) on interface @

) Ethermet II, Srci Sophos_€5:122:6) (7ci5033ci6d:22:6)), Dst: 4 18e:6d14) (f4:6b:8<18e:6d:4))
> Istermet Protocol Version 4, Srci 129.227.29.134, Dsti 192.168.10.28

> Transmission Control Protecol, Src Port: 82, Dst Port: 61446, Seqi 253, Ack: 192, Len: 0

T A GbBc e G A3 TcSe ICED 226308 WAS 0k |2 ko E
L M2 A7T 040 B9 18 B ed id 72 0 W8 (SN | e
SO0 0 1C 00 SO 10 06 06 ac B4 ce B0 59 6a 42 SO 10 tPreee Yiw
W MNedaeS B0 NN RN x

A Erhermer

Fle ©de View Go Copture Asslyze Statatics Telepheay Weeless Yool Help

ANEe DB QengTiTEqaan

(R [odpport we 441

N Tee Sourrce Destraton Protecsl  Leng®h Hest Server o

[ 2387 7540060 192.168.10.28 142,290,192, 74 we 1292 61370 « 443 Lene1250

[ 2299 75.622 192.1638.10.28 142.250.192.74 e 1292 S1370 « 443 Len=1250
2304 76.244388 192.168.10.28 142.290.192.74 we 1292 E1370 « 443 Len=12%0
2327 7659080 192,168.10.28 142,2%0.192.74 e 1202 G1371 < 44) Lene12%0
2349 76700520 192.368.10.28 142.250.192. 74 L 1292 G137) < 44) Lens12%0
2377 76.937969 192.163.10. 20 142.759.192.74 ws 1292 €1371 « 44) Lenr1250
2398 77.144852 192.168.10.28 142.250.192.74 we 1292 61373 = 443 Lens1250
2436 77, 80829 192.168.10.28 142,250,192, 74 e 129 S1370 « 443 Len=12%0
2837 77.567800 192.163.10.28 142.250.192. 74 we 129 61371 = 443 Len=12%0
2454 77689028 192.168.10.28 142,290.192,.74 we 292 61373 < 44) Len=12%0
2404 78, 996922 192.163.10. 20 142,299.192.74 we 29 G175 « 44 Lene12%0
2518 78697780 192.168.10.28 142.750.192.74 e 29 G375 « 443 Len-12%0
2516 72.658781 192.168.10.28 142.250.192.74 e 1202 61371 « 443 Lens1250
I5%) TR Q1148% 107 16R 180K 143, 35A 19> 74 [ 129 AITTN o LAY foneldNA

Dota (1250 bytes)

) Prame 2287: 1292 bytes om wire (10336 bits), 1292 bytes capt
> Ethernet 11, Src: f4:6bi8¢iBe:6d:43 (f4:60:8c:0ei6d:4)), D3t Sophos_6b122:163 (7ciSa:lci6bi22:63)
> Internet Protocol Versice 4, Seci 192.168.10.28, Dst: 142.2%0.192.74
>
.

User Datagres Protocel, Sec Poct: 61379, Dst Port: 443

ured (10336 bits) on interface 0

JIRek o b

7¢ 58 1¢ 65 22 63 €4 6b 3¢ Lo 64 43 05 00 45
08 fe 25 ¢85 40 00 3o 11 1 £ ¢O a8 @ 1¢ B¢ fa s8>
WaaecfbaflHdMer KABTHNNN® 3 <C
A A2 WM E2N 1o¢ 0 }aq
cBfbS0P? 78 G642 67 cA 27278 7 xf)g qx
07 98 % bf 63 f4 60 49 ed 1 c6 04 X 9e 2) &5 © kI <n
be Oc 64 47 21 35 c1 d7 26 a6 47 29 2f e 2 @7 o6ls - 8.6)/2
785 7c 22062658 cl 2700 Mechs A | R) (8 §
BOGH 18 ¢9 19 72 76 B¢ 78 7b €7 10 91 bS le 06 ¢8 26 rvox{ »
BOUN 17 5¢ 96 2294 5S¢ 25 ¢l ShEc I AP 163 & A X
BOM A7 86 e b2 S2 34 33 7 OF 15 ¢4 04 od b1 b0 23 23 .
BOON 1¢ B7 f¢ o8 3 of 35 eb 28 23 73 19 97 da 68 5 o3 (2 h
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9. Display packets which that contains keyword facebook

» tcp contains facebook
A “ithermet
Fle [dt View Go Copture Analyze Satntcs  Telephooy Widess Took  Help
iR i@ T RE Qe+sSTLET EQQ_QD
lbmw
No. Tene Source Destrason
7140 91,9012 192.168.30.28 157,.240.16.16 TSt
7141 3919301600 192.168.10.28 157.240,16.16 3
28238 1490.3755 % 192.168.310.28 157.240,.242. 54 TS
29506 1508.440146 192.168.10.28 157.240.16.16 TiSvl.3
34147 1655.74019%  192.168.10.28 157.240.16.02 LS.
JA261 1656.659606  192.108.10.28 157.240.10.36 w2

Now we are going to perform a Case Study

AIM:

Protecal  Length Most

bt
33
2
553
a2
%

Server

Referer

o

Client Mello
Client Helle
Client Mello
Client Mello
Client Melle
Clfent Mello

Analyze the packets provided in lab and solve the questions using Wireshark

1. What web server software issued by go.microsoft.com?

Analysis -

The domain name be found from host header so we will set host header column where we will see all domain
name. Select any HTTP request and expand the Hypertext Transfer Protocol then right click on Host header

and then Apply as Column

First find the requests from HTTP and click on and request then on the lower table of details Select on
HyperText Transfer Protocol = Host and Right Click on that and Select Apply as Filter
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‘ Expand Subt Shift+Right
Fle Edt View Go Capture R e |
AMEE R E Collapse Subtrees Shifts Left
=== Expand All CtrlRight
:L—Jb: Collepse All CtrleLeft
Mo, Time Soure o Secver Referer User Datagram
1o siz.aeces  192. [ ppyesCoumn | GHISRARI | 53 protecti quickheat.
- 24 7.193165 52.¢ 5
370 16.971005 192,  AppyssFiRe 391 prourl.itsecure.co.—
3% 16,9933 13.3 Prepare a Filter 4 411
686 28,307436 152, Conversation Filter » 342 ctldl.windowsupdate.
683 28.424126 182. 3 430 Microsoft..
689.28.435624 192,  olorcewith Filter " | 336 ct101.wingowsupdate-
693 28.494959 182,  Follow | a2 Microsoft.
694 28.599564 192. 5 336 ctldl.windowsupdate.
696 28.568002 182,  COPY 445 Footprint-
3154 68,644107 192, Show Packet Bytes... Ctrle S« O 281 xl.c.lencr.org
3158 68.702883 23.7 Export Packet Bytes... CheleSh#t= X 1895 nginx
3419 71.900527 192. 911 protecti.quickheal., -
1478 71.9111R% 1 Wi Protecct Page w7
Frame 81: 543 byt S interface ©
> Frame H es on W on ace
> Ethernet TF, Srcs faisby.  rosocel Preforances ¥ Bi22:63 (7c:Saricieb:22:63)
y Internet Protocol Versio Decode As.-
» Transmissicn Control Pro k: 1, Len: 889
v Go to Linked Packet
> Show Linked Packet in New Wndow
Most: protecti.quickheSTTEERTFIA
Accept: */*\r\n
[teuncated]AuthorSzation: eylranQi0iTyMD) JODVIA A iMeQSLTRIZIE LYTRaYyS SODQOZOCAMINS ZMISLCIMbGE S0E ISUZTINE D9, oy )r 2XKE0L ) §¢ JAnTOIOM;
Content-Type: text/plain\r\n
> Content-Length: 384\r\n
Ar\n
{HTTP request 1/1]

Now we can see the Host
A it > - x
Fle C6 Wiwn Ot Captuss  Aoabus  Gutitan  Toaphony  Shabes Toak  Iedy
A8 ORE eI FITI TQQARD
L R jor= »
®7.tresas  1a3.ee .08.TTER L ”.ﬂu Wz ol m m M e
T 421000 12.00.07,202 152,108.00, 20 Lialg v < WL 2
570 18971 190360008 15,750,200 .43 L !!I sra. v ¥ prourk itsecurwico.. prowrd.itascers.co. (00060 POST ARKC
50 46, %00 ER R bR LX) 1921601028 s 1 v (L aTRL 2
o206 i3 tefase  Isd.iea.tes 182.1%0. 319,38 ntie 34z anio v s el . crlel . ST Swadow
S 28, 825005 18,1529 14 1521580028 WITR L e s s TR L S
0 IE TS 353,108,583 182,150 319,00 L L RLI v 7 etidl windmasptete. et il skninirdete ame BT (paden
93 25, e 1N.AM2N. 1 102, 40.30.28 Ll 2 M. v - STTRLL D
G54 20.0A 180008000 182.196. 239 38 L 354 <t v 7 cthdl eldl com 827 (wadom
% 20 SR 182 189 L6 162350 000 Llatd .5 Fon - s TR LD
14 an, seciar 193.308.50. 30 e el v P T w3 h D arg a2/ wrte
3138 S5, Mobds B.oasnes 152, 168,18 .20 Pl 199 w5l v e Leruirion
310 73900027 1003680008 sanany g LR L v v pretecti protectt b com FOAT dghel
M4 7 MU0 1921603028 W “r s 5 TTPLL 2

DN

¥ Frase 331 963 bytes ¢ BDItE), M3 bytes captwred (7564 BiTs) on fatectace ¢

b Everret IE, Sewi FAUBMITE B0 0 0D (FAIEN 30100043, Deli Septus Bhi33I0T (Te Tei360mhiI2i03)
 Lesret ataol Version 4, Sri LA218. 19,28, Di) 326470108

» \'rulﬂnhmlw Srr Part: 99954, Dat Port:

Scktves), cow'eia
O i A
T uncatetJatertaation: oy leanQll1403) ™t y
Content-Type: text/plats\ris
b Content-cergths MV
i

L
[HTTP rwgament 3/3)
.

*ile Deta: 384 bytan

AMBICEL P3SN0 oy I D0 K wy

IntdmnLcl

NI
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Right click on the selected packet and then select Follow > TCP stream

A Etheeat
file Eoe Vwe Op Captis Anshus Ustemcs leagnony Wirekes Tesk W '.':‘:‘r"'“ ‘_:::'
- —— L Lstreen -
ABSAN S ERER==ETET EQaQaD 8 :
,.L& Collapes A ChileLer !
o Tree Sorce Dertraton Pratcst et Addre Tram Hoe o
W e 102,040,009 W AN Witk Agwly ot Cofumn Chlvanme| v ¢ pretectl geickiend o ey
SR TR TR 52.66.27.432 192,368,182 WITE v ’
79 6.9 192.363.30. 58 13,733,210 43 wrTe Apphy o Fitter ' v 4 prowrlitaecurv.ez. prowrldtaecu
W LLMOM  1.20.218,0 192,340, 1024 wITe Propere o Fites (] ’
€38 2530743 102.185.10.3% 182,336, 23528 wrTe el Pl y | # 7 ctldld dete. rtldl
028106 182.156,209.16 192,168,19.28 wrre 2| ’
B9 20,434 482.184.10,38 123,398,290, 38 wrre Colorion with e ’ /Sl oubndeeondene. (1501, windany
032869899 IRLISS2BAE 192,348,028 e RS
096 25, %07304  103.385.10.58 182,538,250, 04 e T hoAR oo 4341 nledoweu
% 20,4990 LBLAMIMAE 192,048,000 T Cony A0 Doyl okt
3133 5. 844307 102.148.10.38 23.203.218.18 W Thow Packet Bytes. Chile VR0 IR Jveam Cot-2R+ShR-3 s.c.dmer.crg
JISE SB WNED 23,298, 216,10 192.368.10.20 REIXC P " WIS Steam  CutedRenmest
3419 71.800927  102.104,10.38 13,299,520 98 wrre Bpetivcin e e v C 1. protestigetek
W WAL R DA 195 468, 1838 wiTe Wiki Presocel Page v s
== = ' Nolowmee
» Frose 811 30 Mn an vire (758 ms). m Vrtes o.wu Doty |l 5
¢ Stheemet 11, Sec: , Dat: Sophes | Protocel Prefeences
roInternat Protocol Yerslon 4, S0 l’) 14,0009, Dsty ” “%.7an Becode As.
' Tremaizadcs Contrel Protocol, Sre Port: 9594, Dot Port: 89, Seq: 3, ;
v 5010 Linked Packes
RN ... | [
ST pretect]. qulchnenl. conlrin
Accept: */"\rin
CEPURCAted |AVAGELIotion | oy drahQLO8 T/H0 ) JO0VRY | SNy L THEZ L1V Ry ) 3000 IDCAHANS NUE LE il LOL 3502 TANE 2 ey dr NN 1049 3¢ T H0MIGION A AL LT ETVQUY
Contunt-Type: texs/pladnirin
' Contant-Lengthi 384\
win
L5ull request G811 hymer/fprotecty uichies). con/ahcloudiess Lookug/ tLlarscan)
M Wireshark - Follow TCP Stream [tepstream eq 9) - Ethernet - o x

POST /qhcloudsec/lookup/file/scan HITP/1.1
Host: protecti.quickheal.com
Accept: */*
Authorizaticn:

ey IranQi0i IyMDI JOOVKHMY 1 iMEQSLTRIZFELY TREYY1JOOQOZOCAMIN] 2WUILC InbGC 101 ISUZTINEF9. ey Ir2XkiOL I jc jAwTO10MQIOE FNVIRkacOIRMINNT fwi
XN STETRVQUYE3L JULLCI 1aWQIOFE S TmVACCIEMTYSNTCI0TAINND., kDQHAS_Q7DUSRPBANCSbOZCGMN AKPA67ESLIE I3CxYexhIVD-
SEHE1gzty253Tbkez0IrREdgRPFOWVKT e - 289GpFVELY zap 14 1 6eX6mZaNf - Un JUTdNSWcDeK Jm3 2qRINFO6Q2 Q4 F FIBECLGr -hTBAIadE0xNaP X4QHEEHG2EY
Content-Type: text/plain
Content-Length: 384

7970Mh1HeNLFQF SOEHC L8vEz Ll 9~

Kee7Ge56Q_TMZowqz5CBT61hSPdIqK2yEL 82 _oIMVUBStE3 Wwsx8By2019b_s8PkgnyCddChs TwhisShBKIzIg79MQ0K ceYvIVgHd 1 1qdsL 7QMwOiSinfaniost

-65AS9EU -ZGHEWQHHOKC 3yGCS0INByh_XPCp-

WZWMVM AEKX2041xHADrNv23uCTS240Mw]Shs 3r JEXZL sLR7KoSwI EYDQVINdUUT Ty f 3n7Mk enDudUQy 1 SHFEpRVABKHAY VaGaw-
nBO4_-paCuxsrQULOULFBpTSFUZXYhiciMlsSI§rIaGS02F6_vnzm-IR7jEUGEPqNy_IBUXHTTP/1.1 280 OK

Date: Fri, @8 Sep 2023 ©6:22:36 GMT

Content-Type: text/plain

Content-Length: 374

X-SERVER-ID: WWhQVEk=

Via: HTTP/1.1 forward.http.proxy:3128

Connection: keep-alive

1UIRULCSLIw_T1FMRFA40VEq7CoGAUT LUSIQNZHE QKB VOIKE JUBNN_t22vpedG-MapIBtKRTRQUG4QeF0CINTGCNT ) UneNOgSHCGCG7gOQ7_7-
NDChx0OLrEXEYAOUNS Jyatebd Ik IhmYRWS 13LAVWIFOgORTrtS15d -

wAhBO9eeFEAXtMKHOEQESLPTVIrh 1uscL12§4Xx_YhiFGTXrcCERPIfYE1boTYSXhT7 1hvOrCSORVF sAtudU2gK]1 207T 1k sbg333WVASE_Q_CreqHBIXKUIGiSHs
_0Sc5YDIC_F23003-C1pXD-0AUBQUSEBIYNaG_TAu2] InskiK2r9QXAS rZ 9VPECGIBnE Y ERe i rA

J ot ke 1 peever pis 1 en
Entre cormersation (1452 bytes) v Showsndsavedatass ASCIL v 94188y,

Fiter Qut The Svean Prnt Save as. Back Close Help
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2. About what cell phone problem is the client concerned?
Analysis -

Client talking about cell so we search for cell keyword in whole packets. We will use regular express for
searching the cell keyword. Apply frame matches ()"

In the search frame type frame matches “microsoft™

Avalas  Sutstin Sepbosy  Wewbar  Todk Mg
Re<+STszEaacn

\
|
{
{
|
\
|
|
\
|

Tmmraton Pamcs  Langth roel S st Cucagram Probcst Iotwer Yen e
27,348, 10. 38 i e v v AT« VRN [ACK] SeqmAiEl ArbetIE W
C IR N s " v v Stanford fuery Beed®s A fh ol 118 =)
592508, 28 s e 4 Stancerd guery easote b A 44 g
LR IR IE TSel2 B3 v ‘. Cliset Hello
7. 345.30.3% Tisel.d 15e ‘v v
02,300, 1020 Tiset 3 14 v v Tiporet Wrknew Secocd
mrs.tecy Tider,d d8se . v S pgpored irkree tacurd
I3V 25535520 S50 n7 1N v P 230.295.255. P-3EARCH * TR/
FIR.ZIV. IS T S0 ny 3w P ’‘ AW295.395 . P-SEIRCH * TR
290,255, 355,750 S8 37 D - v 230255255 . WSEAROH * WTTR/L.Y
3. 39598 00 e 32 2m.m . v 23283388 mSBARCH ¢ IRTR/LLY
3 239, 355, 155, 150 Sio» By s s, v v 239255255 . I-SEANCH * HTTR/LLY
A7 IR I%E4 IMLIEINS 290,755,355 990 £l nyIw.m. v “ 23295355 W-SEARCH * WITRIL
LR LU U R TR 1855, 55, 750 e 37 0. % v v A5 265 . WSEARDM * WTTR/LS
o misaan oo e Sa P4 preddiiieiidisy poess e S v v Sod o ee W bl & yieae

» Prams 113: AT bytas on wicw (3736 kita), 217 Bytes captures (1736 Bits) an istertace &
) oEsherres T1, Socr SRR RO B Sa el (106be Borler 6d083), D51 TPveacast DEiP1iTa (118050171111 T}
U Irterret Pradeed Yeesher 4, Sees 3333810839, Dwbi 3IMIWINIW

’ ma-'mﬁ 3re Pocts lﬂ.i Tat fort: W

After applying the filter now. we will start to check every HTTP request. We noticed in the first HTTP request
microsoft keyword is in URL and it was about Microsoft Edge connection.

AMEE T SRE R==ETin ERAQY

[ [Foscnnoes vower: pL—

re. . e Swatas Pl g e e Wb B e ) ke
055 TEL.LESIIS LBA204.L0.88 TR RN e 18524 v v 443 - spant [ACK] Seqe4Si) AckeSil wir
2305 1185552 IR AM M 82,6081 s 15 v 4 Standard query Rt & fdsod. dris el
InAT 33T veaend PN BT RS 33, 596,30.38 o Bl Ed 7 Trerderyl ey resperss Seeefh A 44oay
WAL ANIY NN .20, 520,104 Tl 2 M v ‘. Cliest helio
2958 11075380 202380020 TiS.3 184 ‘ ’
257 113 J0NE BLELW D TSvl. 2 tRde v ‘. Tgeored Avkrow decord
oty Pl i & s et pale sty
ENLBGA.Le30 3300308008 3w 3y aw.B ‘- i B AL |
[ AR DS, 55, 55, 54 500 L B v v 23255255, M-SERRCH ¢ WTTR/1.Y
35336838, 3% 9, e e 37 I v v I9.3V8.39 . ILIEARCH * WOTP/3.3
1600 02 TINS5 g AN v L W52 WALARCH T TR
PR 230580550 e ny s ‘ v 230253 255 W-AEARCH * WITR/IL
RAE 005 235,355, 255, 054 S50 nr Pe.n, /' v A AB 25 . A-SERIN WIS
e e e e — ——— — v - 0 s e e @t v

» Frems 3110 33F bytes oe adrw (T3 MANA), 337 Sytes captured (1336 Bita) n Laterfeis @
b oEmhervet 11, S/Cr S G0 IC b 083 (4080 BC e 60033), BSTI IREaCaST P ITTITe (0118 52 7T TE Ts)
) Interrwt Protocol Versioe 4, Scec DRQLNGE.DRLN, Dwt: 20.293.2%3.2%

e Pratccel, Src Forts $2030, et Forts M
-_

HOST: 139.295.293. 29 10N " '
e Tsndp flceserTir i

T
UMl Es(rees sarg service ol 1A
~2QENT: Macrowcft Zdge/Il4.9.1955. 7% Windwa \r'n

[9r% roqeest 104)
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3. According to http, what data will TCP show?

Analysis -

As we did in the last challenge, we will apply a regular express filter for the Google_keyword. Apply
frame matched “http™ .

g 't - o x
Fle D6k Viea Go Coplirs Adelus  Duleten  Téaphony onkus Tosk Iy
AR T 2RE Qs FTLEZT =S RQAKD
) l! !! !!’r g - ~ L = | Bagre— »
[ra Tre Sarce Dustramon Pl Lepen Sext S RaSew Trtwer dehy Trwrw toe )
JE36 16, UTIAIT I03,368:56,53 ®, 304308320 wre AL pretenn v B R s P e
HL16 1AL Fesle 16000 35,054 00 0 il 5L gretec. v ¢ protectliel. ROST Jghiianudseds of S repot LS save HIT)
TE 0595170 197.168.00. 58 2667748 Laad 53 areter. v 7 provecti.gui. POST Johelnudwer boskep! filefecan #T7F
WoZ 230, AN PR R ) S166.TT.AN wrTe L gratec. v ¢ protecti gei.  POGT Sehclewdsact Joskp/Tllalscen wTTF
Srer 2189040 3bi.ica.ie.d S1.¢6.78.558 e 75 prates— v ¢ protecti.ged. PRt Jghcloudeec) Joskas file s F1th
e A ShaeE 1AM B S1.46.77 10 HIT® 75 pranei. v ¢ provectigei. FOST Sehelautse o/ Mowin  TLiersoam wTTF |
ETIN IR MATIO 300,383 0838 23,0077 333 s IR greter. v & prwteetiomgeds POET Sohelesdua e/ Sasiop FileSseme w17
S 208, PO BN . raAR LiaLd L1 pretec. v ¢ protectl ol MST g lsudse) 30Maps fllefscon WITH
D71 249352800 PR ) e.TraR HITR 225 zrztec. v ¢ protecti.gui. POST Sohelsuduac Joskep/file/scan =175
T 29, 3 ELUNTE BT ) 66T AN s WL pratec. v o provecti gei. POST S lentoncy Joskaps Tl lelscne STTE
e 1. 3a5aea  103.363.18.33 25.88.77.833 L AL pretee ‘¢ L e ]
o A0S 213,530 INLIGAG N 52,66 77.0R it S provec. v o preclind. ROST e lavisect L
A6TE 2340008 190.163.30.58 $3.66.77.53 L 95 yrover. v ¢ preveeti.ovi. POST Sehe baudsars doskans fole/vemn #TTE
A 2% 0T RO RHLE L ) “saaanse e L5104 grote v o«  protectiomd.  POST SghwlewdsecorsdraportSamve
P VAN Aeeaia  AmA AAM e Ne RS e it nanhn G v rnmad wed  WABY. FabsTnidnn s N R o By o

5 Prews 4339: 953 bytes onowire (7268 bitad, 933 bntes ceptered (7368 bita) en deverfens @

Y ESNerret ID, 500 TEIGHIBCIDe A A) (P0GDI0C10e 0H1802), Toki Sophos G0 22I0T (FCiSee 50881 22160}
» Irterrat Protocol Veradoe 4, Ser: L2.184.18.28, Dt $2.08.70.3%2

) Tracceiccios (ontral Protoeced, So¢ Ports 53758, Dst Portr 36,

Ly Akl ), ey 057

LIre-based Tect dstal Teat/pladn (4 Lines)

Select the packet and expand the Hypertext Transfer Protocol tab right click on Transmission Control
Protocol Go to Protocol Preferences and check Allow subdissector to resemble TCP stream with HTTP

spanning bodies.

SMSENNE  aggn mFber
4w s
42055057 6 e
PERTT TS Carvaation T
SM.SKIET  Calerioe win Rl
€% wmier ohon
AN 59108
EE XY Copy
W M
LAde. GM.3MTCR ”mw
1084, 5. 5my  DpetPalud B

PRTighe
-l
g

o= Left

Ot SNk enr Dmtagram Prryesd

CoteSte 0
vt D X

\\\\\\\\\\\\\}

§

\\\\\\\\\\\\\;

nh

I 4 A8 [AM] Teqe0 Hineoad
8~ S48 (S, M) Seged 4
T 4 A8 [AK] Tegel Acke] W
Corelnuntson

Contsnuetize

18 = A3 [AIKT Seqet Acheleh
I e W00 [AIX] Seyed Acked93
16 > WS [ADK] Soqel ANeNIE
HITRL1 N

SEOOE < A [EIN, M) Segelib
B0+ S20SS [FIN, ACK) Segeite
S636) + Jb (ADX] Seqeihd dcke
prevectioqui. PORT Sghclosdpec/ers/eepert/in

i

IQ-‘I—‘-’-(-‘M-I-'-—-.

» Tehernmet I, Se¢
4 immecret Proteca
~ Traccelssiae ov

Sesrew Pard i T

Chcich b

Cot b Lot Farhen

Secw Limbwt Packer 1 ey Windhow

v S0w TP Suvevary W oA 0l e

Cestismtion ety B0
[Strwse incex: 230)

[T Sogeees Lan
Sqanie nuster: 3

1460]

(relatlon waumnce nease |

Abdice TP

v R soqeonct hum b
SO Factar 30 aae whvin ot svalahle Tpes Ognee ¢

[t soquence mumner) 3361 (relative sequence aumber)] v Wk ninber ol ytes w ighe
g i ;’;‘:"‘:;‘ unbnrd v Cakaldt Conenomos b g
Ciie = beader s
) Plags: @udld (AK) Ty henrirsc oubs-dasectan et

Window cize value) 543 Wvove TCP Tememanys 0 Juvwnay

[caluulatod wlsden sboes 333328] V09 et o sabdesactes Vi 1o ket

[Wiadim SLIE scallvg TaCte | 158)

Coecknun: Extetd (arvwr3fset) Yo O -
D wa B
wnen oA
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Now Go to file and select Export Objects <> HTTP. It will save all objects from the packet.

e 4 Ve Go Copture  Asadyie Witatxt  Telephory Wiesdeit  Took Mol
4 - = QqQ|geK/n
228) ard {55,001 00 59908 o K gt e 80)
Destraton Py atnon g Hont Corve Setever mey Datagram Protocel rterr Addre Trarn

imnpant fram Hes Dumg.

| Expont Packet Bytes.. ik Shike X

35,154,000, 224 AL 1514 protec. 7 v
B pat Obyects A
$
Print ChieP 12 bits), 1514 Dytes captured (12112 bits) on Interface @
:‘A':.,\-&-r.rr_-.s-u), t Sophos 6D 22160 (7C:5e1ci6bi2:6)Y)
Qunt -Q

Hypertext Transfer Protocel

Line-based text datar text/plaln (1 Lines)
Click on save all.
{® Wireshark « Export Selected Packet Bytes

T | B > Desktop >

Organize « New folder
OneDrive Name Date modified
it 311:53 File folder
B Desktop  # ity 05-08-2023 12:16 File folder
1 Dovnloade. s B htp.oin 09-09-2023 10:08 BIN File
Documents #
y Pictures &

Music ¢

‘e

Save as type: | Raw data (*.bin *.dat *.raw)

» Hide Folders

After checking it seems only the packets transfer were to connect the machine to the internet.
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4. How many web servers are running Microsoft?

Analysis -

The web server name can be retrieved from HTTP response header. So will apply filter http.response and
we can see all http response packets.

A T - 0 %

Fle S Ywa Gre Coptirs  Arabes  Outwben  Touphory  Simbes  Took  belp
ABEE " DREQ==STITESQaKD

LICE ) 1= BN

T Soauce Omtrasce Pancsl gty roet fenve Aefue Lawr Detegen Ptica et Adde fraw tas b
MIT AT 30036800, 8 192,408 98 L d “r e v - HTTOL.0 290 O (IPEE 2FIF imege)
45 1D, 07 AW 192,166 2028 wrTe L M. ' v WITP/L,1 200 O (M)
2421 139 2w0ll asriealie s 192 1ce 3020 ne aa A v v HITRFL, L 200 OC  (IP28 391F Lusge|
W59 LTS 19956 e s 192158 3028 (A 55 e ¢ v HITE/L 1 266 O (P46)
4TI 330.70CATY ID0.388.30. €8 RLERTIRT TS nrre et o v s HITO 1.3 208 05 (Laage oup |
1476 L33, 7019 AL 188 0020 Hrie Lo L] Mo v e WITR/LL 200 (0 (IMe8 MIF Leage)
143 15,7857 19200800 20 LiaLd s Mo v v HITP/L.1 200 OX  (tmapeitowp)
a9 £33 7058 162158 1008 WO Lie8 e v s NITR/L. L 296 O
1300 133. 797340 192,388 30,38 nrepc s e v v nETRSL 1 Jee o
1546 133, 393519 1421562028 WIS, b8 Mo v s WITR/L.L 46 O
TR0 NN NS 19248008 Liasd - S s - HITO1 0 393 Meved Jesporaci by
1555 LM, 0105 192,140 2028 (and " v v WITP/L,1 390 OF  (tewt/plala)
%% LA Ases e Avi.lseae e nnes A v v HITR/L L Je0 X

o oFrese A% on Dyles on wire (633 DILS), SL7 tytes amnl (#35% bits) en w«x: .

) Beherret IT, Sec: Sophes B0:27:03 (FecSe: )
b Interret Pratocol Yerslom 4, 5o 51466 12, =t ﬂ}-m ». l’

b fravastasios toatrol Wrotacel, Src bart Qut Pert: oear,

Shrebaend tuet detar twad/plein (5 bines)

Now we will set the server header as column select any packet and right click on it then select Apply as
Column.
& "treret

Fle [dt View Go Coptwre Andde Smstcs  Tdephony Waeless  Tooks  Mep
AR L6 T BRNE QenSTaT HAaQaD

(M (s bt B R
Y ~on Cafapre Subtrees Shhelett Prowcsl  Length Most Reder User Cotagram Protocel ey Addre Trars »ost I
1565 134,40 Eapang 42 oo Right WX 1 v v WITP/3.1 200 O
€38 38,70 Colapie M1 Cudelent TR 12 v v HITS/1.1 200 O
462 53,780 AR A A 5.4 MORIEL N8
£ e sa.oom [ Ao T GSR | w a . /T e ok (okes TP
694 55, 700 wire wn v v HITR/3.2 200 Ox (Pm0)
00 58.797, Spply s Fles » Wity P14 v 7 WITP/3.3 200 O (€0 JrIr
V0L SET9F Prepmeafine » wrre 636 v v NITR/3.1 200 X (PN6)
729 33,900 wire [*”) v 7 WIT®/3,1 700 O (Leage/bep)
726 58,800 M""' b wITe s v v HITP/3.1 200 O (€6 J61F
733 38,909, Colevize with Fes % TR 1296 v v WITP/1.1 200 X (image/bep)
759 55,818 Fellow » WITR/X. 1168 v v HITR/1.1 200 O
750 55,009 WITR/X. 467 / ’ WITP/3,1 209 OX
62 ss.axy. Cepy L WAL 268 v 7 HITR/2.1 208 O
145 10V T Sow Packet Bytes. Cote e O WITRA. AW 7 4 WITS/1.0 Jan o
————— . byres o
) Frame 676: & Pade Sete e pd (2336 bits) on interface @
3 Ethernet II, Wik Presecol Page : f4:60:8¢:Be:08:4) ((4:60:8¢:8e:04:43)
» Internet Prot Pedeses 69.10. 23
) Traoselsslion inchansd 599, Seq: 4568, Ack: 193, Len: 363
) {5 Reassesbly  Protecel Preferences J460), $673(1460), $674(1450), P576(363)
(N o
3 Content Le Ga o Unied Packet
Content-Ty  Ghow Linked Packet i New Windew
Server: M4 e 7 chag
Oater Sat, 89 Sep 2023 $6137129 GIT\r\n
Ve
MR response 1/8)
{Time since request: 2.9024)0000 seconds)
[Reauest In (rose: €691
(et cequest o foame: 627]
INeax cesoonse dn frase: 494)
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Now can see the server column where all server name is showing.
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Now we have to check how many Apache packets are there we can’t count manually for each packet so we
will apply another filter http.server contains “Microsoft™
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After applying filter Go to Statistics < Endpoints
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Stattics | Telephony  Weedless  Took  Help
Fle Properties  Cirke Alte St C
Pesodved Addresses
Proteced Huerarchy

Host Referer orver

£ “themet

Fle €S Vw Go Copture

AR E® T SRE Qe=
LI —
No. Tre Source

[ 69 5619155 192.168.10.4
© 610 56.193398 fedd::T951:

: 611 56.273287 febo:: 7951

| 612 56.273%0

i 817 56.344574

| 618.56.34a441  192.168.10..

: 619 56.421796 feBo: 17951105
| 620 56.421000 192.168.10.47
L 623 56.496120  feBd::7951:a5
| 624 56.496192 192.168.10.47

627 56.56969) fedd:: 7951105

| 628 56500759 192.168.10.47
L 6% $8.776182 192.168.10.47

A SR.TRALSS 192 148 1A &Y

> Frase 618: 526 bytes on wire (42&
> Ethermet II, Src: Giga-Syt_as:S2:
> Internet Protocol Version 4, Src:
? User Datagras Protecol, Sre Port:
\
>
HO3E:239,255. 255, 250: 1900\ \n
NT:urn:schesas-upnprorgidevice

It will show all connections.

Ml Weeshack  Endponts - Ethernet

o H IR sabe R LT

| Address Packets Bytes W Packets W Byves FxPackets RxBytes Country Chy

14950280254 27 364 u % (PR =S =
EYET 0 el 0 &0 0 58— _— =
300413 s 0 0 5 M= = -
10.90.90.90 0 10K 0 10k 0 0— = =
[13.007.325¢ 210k 9 B8R 136 - —t =
13307593 L 1 2k - - -
131076254 3% 1k 2 Wk " T — —
1139074208 1,598 1518k 1138 Wk 0 k- = =
113907136254 3 10k 2 %X L1 SRS 5, T - -
| 13.907.21348 T I 0 0 7 7% - e
11300724648 T o 0 0 7 b —
113.907.246.68 & 1k 2 9 0 M- o =
3R L H Y % 8o R W%~ - -
HIRELE 0 & 0 0 10 60 - - -
15206237184 % 7 1% 2R 20 4 — = 5
120426550 53 Rk 2 % 15k — -
nenn 1% Mk W 15k % k- - -
12050.200.0 2% 10k u e L B - - =
(20880737 ¥ 17k 17 1k " 0T - -
{&!uin" wr 2k % " N Nk - - -
(08I 1415 B3k W Mk 633 Tk — -
200970038 w Rk % 5K 0 Wk - -
[20158.118.190 & 12k P L W s — =\ =

Microsoft-windows/6.3 L
Microsoft-Windows/6.3 L
Microsoft-Mindows/6.3

Service Response Time »

OHCP (BOQTP) Stattics
ONC-RPC Prograens

Coltects

Flow Graph

a0 ue-ess

Microsoft-Windows/6.3 L
Microsoft-Mindows/6.) L

b 239.. _ Microsoft-windows/6.3 L
[rra Microsoft-Mindows/6.3 ¢
p 230 Microsoft-Nindows/¢.) L
{rr- Microsoft-Mindows/6.3 ¢
p 239, Mcrosoft-Mindows/6.3 L
SUS Microsoft-Windows/ /6.3 L
$ 239 Microsoft-windows/6.) L
3 Mcrosoft-Mindows/6.3 L
h Mrrneafe indaec /b A
interface 0

iff:fa (01:00:5e:71:111:1a)

|
g

Hlare rescson

Check the limit to display filter then it will show the actual Microsoft connections. Now there are showing
223 connections but will exclude 4.150.240.254 because it is client’s IP not a server IP so there are actual

222 Microsoft servers.
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T Packets W Bytes RxPackets PxBytes Cowntry Cay  ASNumber AS Organiaton
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CONCLUSION:
We have successfully analyzed the packets provided and solved the questions using WireShark
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Practical No. 6

Aim: Study and implementation of e-mail forensics using AccessDataFTK.

Tool Used: AccessDataFTK.

Theory:

Forensic Toolkit® (FTK®)

Recognized around the World as the Standard Digital Forensic Investigation
Solution.

FTK is a court-cited digital investigations platform built for speed, stability
and ease of use.

Furthermore, because of its architecture, FTK can be setup for distributed
processing and incorporate web-based case management and collaborative
analysis.

FTK can filter or find files specific to e-mail clients and servers. You can
configure these filters when you enter search parameters. In this section, we
will learn how to use FTK and a hexadecimal editor to recover e-mails.

To recover e-mail from Outlook and Outlook Express, AccessData
integrated dtSearch (www.dtsearch.com) into FTK 1.x. dtSearch builds a
B*-tree index of all text data in a drive, an image file, or a group of files.

One unique feature is its capability to read .pst and .dbx files and index all
text information, including attached files.

E-mail Window

The E-mail window displays e-mail mailboxes, including Web e-mail, and
their associated messages and attachments. The display is a coded HTML
format.
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Step 1. When the AccessData FTK Startup dialog box opens, click Start a new
case, and then click OK.

AccessData FTK Startup X

(® Start a new case

(O Open an existing case
Cancel

(O Preview evidence

(O Go directly to working in program

[[] Do nat show this dialog on startup

Step 2: Fill details as per the case and click Next.

New Case X

R ityes Compatar Gvkiasce

AccessData's
Forensic Toolkit®-FTK®
The Complete Analysis Tool

Wizard for Creating a New Case

Investigator Name: | Yogesh v |

Case Information

Case Number: I'/' |

Case Name: |Practical 7 |

Case Path: IE:\CF\Yogesh\ I Browse...

Case Folder: IE:\CF\Yogesh\PracticaI 7

Case Description:
I 1
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Step 3: In the Case Information dialog box, enter your investigator information,
and then click Next.

FTK Report Wizard - Case Information >

Forensic Examiner Information

The following information will appear on the Case Information page of the report:

Agency/Company: | Fillai Callege |

Examiners Mame | " |

Address: |Panvel

Phone: |9999999999 | Fax: |33333883 |

E-Mail: |a|:u:: Zgmail.com |

Comments: |investigate for precious img

Step 4: Click Next until you reach the Refine Case - Default dialog box.
Click the Email Emphasis button, and then click Next.
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Refine Case - Default x

Refine Case - Default

1 In orderto save time and resources, and/or to eliminate imelevant data, you may choose to exclude certain kinds of data
| from the case. Here, you can choose default inclusion/exclusion settings that will apply to each evidence item that gets
added to the case. To exclude data, make any changes to the settings below. Note: any items that get excluded will not
appear anywhere in the case, and will be inaccessible.

Include All kems Optimal Settings Email Emphasis Text Emphasis Graphics Emphasis
Unconditionally Add
[]File Slack {data beyond the end of the logical file but within the area allocated to that file by the file system)
[]Free Space (areas in the file system not cumently allocated to any file, but possibly containing deleted file data)

] KFF lgnorable Files files found by KFF to be forensically unimportant. i.e., 05 system files, known applications, etc.)
[ Extract files from KFF ignorable containers

| Condtionally Add

! Add other items to the case only if they satisfy |EOTH the file status and the file type - | criteria
File Status Criteria File Type Criteria
Deletion Status:  Encryption Status:  Email Status: Documents [ Executables
() Deleted () Encrypted (®) From email Spreadshests Archives
()Mot deleted () Not encrypted () Nat from email Databases [JFolders
(®) Ether (®) Either () Either Graphics Other Known

[ Include Duplicate Files [JOLE Streams Muttimedia Unknown
Email msgs
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Step 5: Click Next until you reach the Add Evidence to Case dialog box, and then
click the Add Evidence button.

Add Evidence to Case

Add Evidence

Any number of evidence items can be added to the case. There are several types of evidence items:
Acquired image of drive: Several fomats supported; can be an image of a logical or physical drive

Local drive: Can be a logical or physical drive
Folder: Adds all files in the specified folder, including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.

The default refinement options, set previously, can be ovenidden independently for each evidence item, and additional
types of refinements can also be made. These refinements can include the exclusion of date/size ranges, as well as specific
folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced...

Add Evidence... Edit Evidence... Remove Evidence Refine Evidence - Advanced...

Display Name Source Name/Nu... Type Refined Time Zone ~ Comment

Step 6: In the Add Evidence to Case dialog box, click the Individual File option
button, and then click Continue.

{&dd Evidence to Case ot

Type of Evidence to Add to Caze
() &cquired Image of Drive

() Local Diive

() Contents of a Folder

{®) Individual File

Continue... Cancel
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Step 7: Select the Jim_Shu’s.pst and click on open.

#h, Select File pd

Lok in: [ | | CF v @2 = E

: BaE

Quick access

Helle icudtdd.dll icuucdd.dll Imager_Lite_3.1.1
Desktop
| 1
m =
Libraries =
[:‘ IsoBuster.dll Jim_shu's libeay32.dll License

g
@
o 'l
(a]

&

- (= fead =~ [ 0 N~

Metwork

File name: |Jim_sh|.|'s w | | Open |

Files of type: Al Files (%) w Cancel

Step 8: In the Evidence Information dialog box, click OK.

Evidence Information o

Ewidenice Location:
| EACFYim_shu's. pst |

Ewidence Dizplay Mame:

|.Jim_shu's |

Ewvidence ldentfication Mame/Mumber;
| Practical ¥ |

Camment;

Jim_Shu's bail Dletails

Chooze time 2one for evidence ..

Cacel
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Step 9: When the Add Evidence to Case dialog box opens, click Next. In the Case
summary dialog box, click Finish.

Add Evidence to Case X

! Add Evidence

Any number of evidence items can be added to the case. There are several types of evidence items:
Acquired image of drive: Several formats supported; can be an image of a logical or physical drive

:1 Local drive: Can be a logical or physical drive
i Folder: Adds all files in the specified folder, including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.

The default refinement options, set previously, can be overmidden independently for each evidence item, and additional
types of refinements can also be made. These refinements can include the exclusion of date/size ranges, as well as specific
folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced...

Add Evidence... Edit Evidence... Remove Evidence Refine Evidence - Advanced...
Display Name Source Name/Nu... Type Refined Time Zone  Comment
Jim_shu's EACP\Mim_sh... Practical 7  Individualf... N N/A Jim_Shu’s ...

New Case Setup is Now Complete
Casze Settings
Case directory where the file database, index, and other caze-specific files will be stored:

E-MCFWYogesh'Practical 7

Mumber of Evidence tems: 1
Processes to be Performed:
File Extraction: Yes
File |dentification: Yes Remember that although each of these processes
MD5 Hash: Yes adds to the initial processing time, they each play
i an importart role in the investigation process.
SHA1 Hash: Yes
KFF Lookup: Yes Processes that are not performed initially can be
Ent Test: ¥, inttiated at a later point in the investigation except
i = the HTML file listing and automated Registry
Full Text Index: Tes Reports. Additional evidence can also be added
Store Thumbnails:  Yes later.

Decrypt EFS Files:  Yes
File Listing Database: Yes
File Listing HTML: Mo
Data Carving: Mo
Registry Reparts: Mo
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Step 10: When FTK finishes processing the file, in the main FTK window, click
the E-mail Messages button, and then click the Full Path column header to sort the

records.

;2,, AccessData FTK 1.81.0 DEMO VERSION -- EACP\Yogesh!Practical T\ - O X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
Evidence ltems File Status File Category . ,—V|“$ RN # IE @ @ @ @
Evidence ftems: 1| | KFF Alert Files: 0 | | Documents: 1
File Items Bookmarked tems: 0 | | Spreadsheets: 1}
Total File tems: 40 | | Bad Extension: 1| | Databases. 0
Checked tems: 0 | | Encrypted Files: 0| | Graphics: 1
Unchecked fems: 40 | | From E-mail: 40 | | Multimedia: 0
Flagged Thumbnails: 0 | | Deleted Files: 6 | | E-mail Messages: 32
Other Thumbnails: 1| | From Recycle Bin: 0| | Executables: 1}
Fitered In: 40 | | Duplicate tems: 2| | Archives: 1
Fittered Out: 0 | | OLE Subitems: 0| | Folders: o
Fitered Flagged lgnore: 0| | Slack/Free Space: 1]
Actual Files | | KFF Ignorable: 0| | Other Known Type: 5
Data Carved Files: 0| | Unknown Type: o
2 280 @@ |E 0| o Unfitered <M Tl on
= File Name ¥ Full Path Recycle Bi... Ext  File Type Category Subject Cr Date Mod Date ()
O @ i ezrage0001 E:MCFWim_shu's.paty > b esrage000 E-mail Mesza.. E-mail "problem" 2006-12-04 O7:36:45  2006-12-08 05:09.2°
O @ i ezrage0002 E:MCFWim_shu's.paty > Mesrage0002 E-mail Mesza.. E-mail “Bicycle of . 20081204 07:36:43  2006-12-08 05:05%:4°
O @ i ezrage0007 E:MCFWim_shu's.paty > Mesrage0007 E-mail Mesza.. E-mail “another .. 20081204 07:51:38  2006-12-08 05:0%:00
O @ i ezrage000g E:MCFuWim_shu's.paty > Mesrage000s E-mail Mesza.. E-mail “Re: anoth... 20081204 0814058  2006-12-08 05085
O @ i ezrage0009 E:MCFWim_shu's.paty > Meszage000g E-mail Mesza.. E-mail " aiting' 2006-12-07 O7:4%57  2006-12-08 05:075
O @ teszage0lln E:MCFWim_shu's.paty > Meszage00l0 E-mail Mezsa.. E-mail " aiting' 2006-12-07 OF:46:07 2008-12-08 050751
O g esrage0001 E:MCFuWJim_shu's.paty > Personal Folders> > Top of ... E-mail Mesza.. E-mail “RE: Bike .. 20081204 08:3551 2006-12-04 08:35:5
O g esrage0002 E:MCFuWJim_shu's.paty > Personal Folders> > Top of ... E-mail Mesza.. E-mail “Fw probl.. 20081208 05:.0%22  2006-12-08 05:0%:2
O g Mesrage0003 E:MCFuWJim_shu's.paty > Personal Folders> > Top of ... E-mail Mesza.. E-mail “Fw ahot.,  2008-12-08 050858  2006-12-08 05:08:5
O g M esrage0001 E:MCFuWJim_shu's.paty > Personal Folderss» Top of ... E-mail Mesza.. E-mail “Request’ 20081204 073644  2006-12-08 05:05:3
O g Mesrage0002 E:MCFuWJim_shu's.paty > Personal Folderss» Top of ... E-mail Mesza.. E-mail “Bike gpec... 20081204 073640  2006-12-08 05:0%5
1 TE] b e nnna o4 FEY lirn_ o e bt s Dimermininal Edebesns s T f Cnmil bdnon il UDC. Dilen  ANNE 17 A4 NTAC-AD ANAC 1300 AFNG T
<
32 Listed 0 Checked Total 0 Highlighted

Step 11: Click the E-Mail tab. In the tree view, click to expand all folders, and
then click the Inbox folder. If necessary, to view all messages, click the List all
descendants check box.
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@, AccessData FTK 1.81.0 DEMO VERSION -- EA\CF\Yogesh\Practical 7\ O X
File Edit View Tools Help
Overview Explore Graphics E-Mail Bookmark
=-[E1 Email 2 0o H = & or | Unfitered ~|[Mm o1z
B@ Jirm_shu's.pst N N
T ¥ File Name Full Path File Type Category Subject Cr
)-[£] Personal Felders O&
-] T f P | Fold
=@ épl; | erdsn‘na olders [ g Messagell02 E:ACFYJim_shu's.pst>> Personal Folderss > Top of E-mail Messa.. Bike spec... 200
eleted ftems [ g Messagel03 E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesga.. E-mail "RE: Bike ... 200
~[E] Inbox [ g Message0ld E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesga.. E-mail "Re: Bicypcl.. 200
[E] Sent ltems [ g Messagells E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesza... E-mall "Fie: Bicycl.. 200
[E] Web Email [ g Messagell0E E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesza... E-mall "RE: Bike ... 200
i.[E] Other Email [ g Messagelll? EACFWJim_shu's.psts > Personal Folderss > Top of ... E-mail Mesga.. E-mail "Re: Bicypcl.. 200
[ g Messagel0s E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesga.. E-mail "Re: Bicypcl.. 200
[ g Message0l0d E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesga.. E-mail "RE: Bike ... 200
[ g Messagell10 E:ACFYWJim_shu's.pst> > Personal Folders: > Top of ... E-mail Mesga.. E-mail "Inwvestors' 200
[ List all descendants. < >
e 0e
~
Message0001
Subject: Request
From: baspen99@aol.com
Date: 2006-12-04 07:34:24 v
To: jim shu(@comcast.net
10 Listed 0 Checked Total EACFUWim_shu's.pst>>Personal Folders>>Top of Personal Folders>>Inbox>>Message0001
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Step 12: Right-click Message0010 in the File List pane and click Export File. In the
Export Files dialog box, click OK. Click OK again in the Export Files message box.

Overview Explore Graphics. E-Mail Search Bookmark
=[] Email B 088 |& &P o |Unfitered “| v | oz
% Jimn_shu's.pst
=2 % @ _Personzl Folders ¥ File Name Full Path Recycle Bi.. Ext  File Type Category Subject Crl
(&) Top of Personal Folders O @ Message0001 E:M\CFYWim_shu's. psty > Personal Folderss > Top of ... E-mail Mesza.. E-mai "Request’ 200
EIPD Jeked It O @ Message0002 E:M\CFYWim_shu's. psty > Personal Folderss > Top of ... E-mail Mesza.. E-mai "Bike spec... 200
cleted ftems O @ Message0003 E:M\CFYWim_shu's. psty > Personal Folderss > Top of ... E-mail Mesza.. E-mai "RE: Bike ... 200
(] Inbox O g Messagel004 E:ACFWim_shu's. psty > Personal Folders» > Top of E-mail tessza.. E-mail "Re Bicpcl.. 200
[ sent tems [ &) Messagelnns EACFWim_shu's. pst> > Personal Folders> > Top of E-mail Messa.. E-mall "Re: Bicycl.. 200
-/[E] Web Email [ &) Messagel006 EACFWim_shu's. pst> > Personal Folders> > Top of E-mail Messa.. E-mall "RE: Bike .. 200
.| E] Other Email O g M essage0007 E:ACF'WJim_shu's. pst> > Personal Folders» > Top of E-mail tessza.. E-mail "Re Bicpcl.. 200
O g Message0008 E:ACFWim_shu's. psty > Personal Folders» > Top of E-mail tessza.. E-mail "Re Bicpcl.. 200
O g Messagel003 E:ACFWim_shu's. psty > Personal Folders» > Top of E-mail tessza.. E-mail "RE: Bike 200
o& >
Create Bookmark...
View This ltem in a Different List 3
Ignore ltem
Launch Detached Viewer
[ List all descendants < >
Launch Associated Program
= o
=P @ | 0] €] View With...
Copy Special... ~
Export File...

Subject: Investors

Recursive File Export...

Export Files

Filelz] ta Export
(®) &l highlighted files All checked files

[ Inciude email attachments with email meszages

() 21 currently listed files

O &l files

File Mame Original Path

Jinn_shu'e[2]. pat-Perzonal Folders--Top... E:MCF

Destination Path: |E:\CFWYogesh WPractical P\Exporth,

Prepend archive name ta file name

[ ] &ppend appropriate extension ta file name i bad/absent
[ Export HTML wiew if available
[ ]Ex=port filkered test view

L1 L1 labl

Append item number to file name to guarantee unigueness

Export Files

Finished exporting 1 file to "ENCPRYogesh'\Practical T\Exporty
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Step 13: To view the exported Message0010 file, go to your work folder.

(R B

&« v 4 > ThisPC > Local Disk (E:) > CF > Yogesh » Practical 7 » Export

A

£ Name Date modified Type Size

3 Quick access
Desktop *
& Downloads

%] Documents

3:15 File SKB

\j Jim_shu's[2].pst--Personal Folders--Top ...

| Pictures 4
CF

e Local Disk (E:)
nc

Steg

I.__?r EMCPYogesh\Practical M\ExportJim_shu's[2].pst--Personal Folders--Top of Personal Folders--Inbox--Message0010[23] - Notepad++
File Edit 5earch VWiew Encoding Language Settings Tools Macre Run Plugins  Window 7

o B3 @@IB]| | |ﬁﬂb*&|"‘3§|‘—'l‘|.'1_!.|'='+'-E.-ELjB'—"lIEI
[=| Jim_shu's[?] pst—Personal Folders—Top of Personal Folders—Inbox—Message0010[23] E3 l

1 tnnversation Topic: Investors
2 Sender Name: terrysadler
3 Received By: Bill NHelson
4 Delivery Time: 2007-02-18 02:45:45
Creation Time: 2007-02-18 03:15:48
Modification Time: 2007-02-18 03:15:48
Submit Time: 2007-02-18 02:45:44
g Importance: Normal
S Flags: 1 = Read
10 Size: T303
11 Received: from smtpl.goowy.com ([209.126.247.205])
12 by alnrmxc24.comcast.net (alnrmxc24) with ESMTP
13 id «<20070217211545a2400jd21se>; Sat, 17 Feb 2007 21:15:45 +0000
14 X-Criginating-IP: [209.12&6.247.205]
15 Beceived: (gmail 2864 invoked from network); 17 Fek 2007 21:01:53 -0000
16 Beceived: by simscan 1.1.0 ppid: 2857, pid: 28595, t: 0.1710s
1 scanners: attach: 1.1.0 clamav: 0.58.4/m:358/d:1506 spam: 3.1.2
13 ¥-Spam—Checker—Version: Spamlissassin 3.1.2 (2006-05-25) on smtpl.goowy.com
X-S5pam-Lewvel:
X-Spam-5tatus: No, score=0.5 reguired=4.5 tests=ALL_ TRUSTED,BIZ TLD,
HTML 50 60,HTML MESSAGE autolearn=disabled wversion=3.1.2
Beceived: from unknown (HELC webserwverQ02) ([1922.168.25.102])
[envelope—-sender <terrysadler@goowy.coms>)
by smtpl.goowy.com (gmail-ldap-1.03) with SMTP
for <martha.dax@superiorbicycles.biz>; 17 Feb 2007 21:01:53 -0000
goowy: id: : 520051

| SORPEVEI R | S P | S ——

o

BT

A S T T O T T S T S T % R
o LN s

Conclusion: Hence, we successfully perform e-mail forensics using
AccessDataFTK on Jim_Shu’s.pst.
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Practical No. 7
Aim: Generating forensics report using sleuth Kit.
Tool Used: Autopsy.

Theory:
Autopsy

- Autopsy is an open source forensics tool that can be compared to FTK or
EnCase and is able to assist investigators when working on cases.

- The Autopsy is a graphical interface to the command line digital
investigation tools in The Sleuth Kit. Together, they allow you to investigate
the file system and volumes of a computer.

Why Reporting is important?

- Documentation is an ongoing process throughout the examination. It is
important to accurately record the steps taken during the digital evidence
examination.

- The examiner is responsible for completely and accurately reporting his or
her findings and the results of the analysis of the digital evidence
examination.

Whether you are doing a forensic report that simply states facts coming from testing,
or an expert report that expresses expert opinion
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Step 1: To generate reports, click on Generate Report Option which opens up
Generate Report Wizard Select the type you want to save results and click Next.

M Generate Report

Select and Configure Report Modules

Report Modules:

(@) Reslts - HTML A report about results and tagged items in HTML format.

() Results - Excel

() Add Tagged Hashes This report will be configured on the next screen.
() Files - Text

() Google Earth kML
() 5TIX

(") TSK Body File

Step 2: Select All Results and click Finish.

M Generate Report

Configure Artifact Reports

Select which data to report on:

() Tagged Results

Select Al

Deselect all
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Step 3: The report generation is completed and results are stored in link specified.
Click Close.

M. Report Generation Progress... et

]
Results - HTML : E:\CF\Yogesh\Practical 8\Reports'\Practical 8 03-10-2020-13-12-22'HTML Reportlindex, hitml

Mowe processing E-Mail Messages. ..

4. Report Generation Progress.., e

Results - HTML : E:\CF\Yogesh'Practical 3\Reports'\Practical 8 03-10-2020-13-12-22'HTML Reportiindesx, html
Complete

Step 4: Browse through path given and open index.html file.

» ThisPC » Local Disk(E) » CF » Yogesh » Practical8 » Reports » Practical 8 03-10-2020-13-12-22 » HTML Report

" Mame a Date modified Type Size

= thurnbs 2020-03-1013:12 File folder
” [#] E-Mail_Messages 2020-03-1013:12 HTML File 225 KB
I |E] E-Mail_Messages 2020-03-10 13:12 PNG File 1KB
its A [£] Encryption_Detected 2020-03-1013:12 HTML File 1KB
* ] Encryption_Detected 2020-03-10 13:12 PNG File 1KB
@ Extension_Mismatch_Detected 2020-03-1013:12 HTML File 6 KB
¢ (E) @ Extension_Mismatch_Detected 2020-03-1013:12 PMG File 1EKEB
.;u.favicon 2020-03-1013:12 lcon 362 KB
@ generator_logo 2020-03-1013:12 PMG File 34 KB
| index 2020-03-1013:12 Cascading Style 5. 2KB
E index 2020-03-1013:12 HTML File 1KB
@ Keyword_Hits 2020-03-1013:12 HTML File 125 KB
@ Keyword_Hits 2020-03-1013:12 PMG File 2KB
= [2] nav 2020-03-1013:12 HTML File 3KB
@ Operating_System_User_Account 2020-03-1013:12 HTML File 1KB
its @ Recent_Documents 2020-03-1013:12 HTML File KB
i @ Recent_Documents 2020-03-1013:12 PMG File 2KB
@ Remote_Drive 2020-03-1013:12 HTML File 1KB
|E] Remate_Drive 2020-03-1013:12 PMG File 1KB
@ star 2020-03-1013:12 PMG File 1KB
[#] summary 2020-03-1013:12 HTML File JKB
<) [E] summary 2020-03-10 13:12 PNG File 1KE
co(E) [2] Tagged_Files 2020-03-1013:12 HTML File 1KB
off) v |E] Tagged Files 2020-03-1012:12 PNG File 1KB
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Step 5: The reports are generated in html file.

c Q ® file:///E:/CF/Yogesh/Practical 8/Reports/Practical 8 03-10-2020-13-12-22/HTML Report/index.html

Report Navigation

Ep

Case Summary

< E-Mail Messages (64)

)]

Encryption Detected (2)
= Extension Mismatch Detected (21)
A Keyword Hits (500)
Operating System User Account (7)
¢ Recent Documents (9)
= Remote Drive (1)
Tagged Files (0)
Tagged Results (0)

Thumbnails (0)

7

Web Bookmarks (24)

& Web Cookies (84)

lod

Web History (929)

& Web Search (16)

A

Case

Case Number:
Examiner:

Number of
Images:

precious.img

Image Information:

Practical

Yogesh

Timezone: Asia/Calcutta
Path:

E:\CF\precious.img

Autopsy Forensic Report

& Cc @ @ file:///E:/CF/Yogesh/Practical 8/Reports/Practical 8 03-10-2020-13-12-22/HTML Report/index.html

L 7 +4 N o e =

. Extension Mismatch Detected

Report Navigation

[Z] Case Summary
& E-Mail Messages (64)

[ Encryption Detected (2)

Extension Mismatch Detected (21)

’

Keyword Hits (500)

Operating System User Account (7)

Recent Documents (9)
= Remote Drive (1)
Tagged Files (0)

Tagged Results (0)

File Extension

64386661346361323431633331623030[2].htm htm

ICQTempFile02955 tmp tmp
ICQTempFile04325.tmp tmp
ICQTempFile04758 tmp tmp
ICQTempFile08451.tmp tmp
ICQTempFile08886.tmp tmp
ICQTempFile08937 tmp tmp
ICQTempFile13478 tmp tmp
ICQTempFile16544.tmp tmp
ICQTempFile17424 tmp tmp
ICQTempFile25740.tmp tmp
ICQTempFile27104 tmp tmp
ICQTempFile27740.tmp tmp
ICQTempFile28239.tmp tmp
fellowbradysp jpg_ ipag_

MIME Type

image/gif
image/jpeg
image/gif
image/jpeg
image/jpeg
image/gif
image/jpeg
image/gif
image/gif
image/gif
image/jpeg
image/jpeg
image/jpeg
image/jpeg
image/jpeg

fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Se
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati

fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Applicati
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€ c @

Report Navigation

[l Case Summary

& E-Mail Messages (64)

=
i)

3 Encryption Detected (2)

Extension Mismatch Detected (21)

’

Keyword Hits (500)

Operating System User Account (7)

@

Recent Documents (9)
= Remote Drive (1)
Tagged Files (0)
Tagged Results (0)

Thumbnails (0)

@ file:///E:/CF/Yogesh/Practical 8/Reports/Practical 8 03-10-2020-13-12-22/HTML Report/indexhtml

g e

URL
207 net/
207 net/
ads.monster.com/
ads._pointroll.com/
adserver.theonering.net/
advertising.com/
aim.com/
aimtoday.aol.com/
aimtoday.aol.com/
aimtoday.aol.com/viewpoint/
aimtoday.aol.com/viewpoint/
amazon.com/
aol.com/
aol.com/

apmebf.com/

pp msn VAppDirectory/

Date/Time Name
2005-01-02 00:19:31 IST s_vi_igdx7Fxxiae
2005-01-02 00:20:00 IST s_vi_kefx7Dzkcgnf
2005-01-02 00:19:31 IST NGUserlD
2005-01-02 00:19:31 IST PRID
2005-01-02 00:19:31IST i1
2005-01-02 00:19:31 IST ACID
2005-01-02 00:19:31 IST adsPopup0
2005-01-02 00:19:31 IST dcipersist
2005-01-02 00:20:00 IST dcipersist
2005-01-02 00:19:32 IST VwPtA7TN1040M463P174Q2081B_2 4
2005-01-02 00:20:00 IST VwPtA7N1040M463P174Q2081B_2_4
2005-01-02 00:19:31 IST session-id-time
2005-01-02 00:19:31 IST screenname
2005-01-02 00:20:00 IST screenname
2005-01-02 00:19:311ST S
2005-01-02 00:19:31 IST F0-en-US1

R

noe =

[CS]v4/41B8E46900001062-A140A30000000¢
[CS]v4|41D9AA2200007AC5-A140A2C00000(
a0a0a21-1988-1104869603-37
AB564E9C-D153-47F7-9F9F-5DA933623DF0
154:402:1:1105054570:90|228:526:1:1105054
2e070011026371250001!

1102636120198
41b8e75e-00326-0120b-400c974b
41d92a20-0010d-01b17-400c974e
AT/N1040/M463/P174/Q2081/B_2_4/C2580 .
AT/N1040/M463/P174/Q2081/B_2_4/C2580_.
11038752001

samwizgamgee

pimpinpipring
1q42y8s-558846807-1103311348602-jb
10331360%2CFile%2520Sharing%2C1%2C2

< ¢ @

Report Navigation

E

Case Summary

® E-Mail Messages (64)

=

i

Encryption Detected (2)

= Extension Mismatch Detected (21)

7

Keyword Hits (500)

Operating System User Account (7)

@

Recent Documents (9)

@ file///E:/CF/Yogesh/Practical 8/Reports/Practical 8 03-10-2020-13-12-22/HTML Report/index.htm|

i Recent Documents

Path
D:\Documents and Settings\Frodo Baggins\My Docu
D:\Documents and Settings\Frodo Baggins\My Docu

\\Kwarren-laptop\Documents\The Precious\Lorpix

\\Kwarren-laptop\Documents\The Precious\Lorpix\040102_alfred.jpg
\\Kwarren-laptop\Documents\The Precious\Lorpix\dean_lordroots.jpg
\\Kwarren-laptop\Documents\The Precious\Lorpix\findingleggy.jpg

\\Kwarren-laptop\Documents\The Precious\Lorpix\sauronsdesktop.jpg

Date/Time
ments\My Pictures

ments\My Pictures\2p0t4t03s.jpg

R

2005-01-02 00:18:44 IST 4008
2005-01-02 00:18:44 IST 4018
D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures\bush_warofcoalition_jpg 2005-01-02 00:18:44 IST 4022
D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures\gollum_found_nemo.jpg 2005-01-02 00:18:44 IST 4053
2005-01-02 00:18:44 IST -1
2005-01-02 00:18:44 IST -1
2005-01-02 00:18:44 IST -1
2005-01-02 00:18:44 IST -1
2005-01-02 00:18:44 IST -1

noe =

Path ID
fimg_precious.img/vol_w
/img_precious.img/vol_vi
/img_precious.img/vol_w
/img_precious.img/vol_vi
/img_precious.img/vol_w
/img_precious.img/vol_vi
fimg_precious.img/vol_w
/img_precious.img/vol_vi

/img_precious.img/vol_w

&« Cc @

Report Navigation

[l Case Summary

& E-Mail Messages (64)

=

)

Encryption Detected (2)

= Extension Mismaich Detected (21)

7

Keyword Hits (500)

Operating System User Account (7)

Recent Documents (9)

=2 Remote Drive (1)
Tagged Files (0)
Tagged Resuits (0)
Thumbnails (0)

4 Web Bookmarks (24)

@ Web Cookies (84)

. Email Addresses

Email Addresses

(0] file:///E:/CF/Yogesh/Practical 8/Reports/Practical 8 03-10-2020-13-12-22/HTML Report/index.html ooe

Keyword Hits

N @O e

AOLWelcome@aol.com

Preview

)("92=1)] <(86=«A0LWelcome@aol.com«)(87=Your new screen
<«AOLWelcome@aol.come> From: «AOLWelcome@aol.com« Message-ID: /img_precious.img/vol_vol2/D
<«AOLWelcome@aol.come> From: «AOLWelcome@aol.com« Message-ID

<«AOLWelcome@aol.com«> From: «AOLWelcome@aol.com« Message-ID.

)] <(86=21)(87=«A0L\

Source F

fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Application Dat

lication Dat

come)(88=Bag

and gs/Frodo Bagg

fimg_precious.imghvol_vol2/Documents and Settings/Frodo Baggins/Application Dat
Jfimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Application Dat

fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Application Dat

Addresscsagan1934@hotmail.com

Source File
SMTP Email cAddresscsagan1934@hotmail. come HTTPMail Polling /img_precious.imgivol_vol2/Instruction Materials/Windows 98 Sample Files/USER DAT

Preview

Adebi@accessdata.com

Preview
02:53 AM 12/30/2004

02:53 AM 12/30/2004

com« ACE
com« ACE

/img_precious.img/vol_vol2/SMFT

Source File

/img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Application Data/Qualcom
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Step 6: To generate reports in Excel Format. Follow the same steps and select the
option Results
— Excel and click next.

M Generate Report X

Select and Configure Report Modules

Report Modules:

(O Results - HTML A report about results and tagged items in Excel (XLS) format.

(® Results - Excel
() Add Tagged Hashes This report will be configured on the next screen.

() Files - Text

() Google Earth/KML
() sTIX

(O) TSK Body File

M Generate Report x

Configure Artifact Reports

Select which data to report on:

() Tagged Results

Select all

Deselect Al

M Report Generation Progress... >

Results - Excel : E:'CF\Yogesh'\Practical 8\Reports\Practical 8 03-10-2020-13-27-29Excel. xlex
Complete
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Step 7: Browse through path given and open Excel file.

< v

o Name

# Quick access

I Desktop 2

4 Downloads #

5| Documents #

| Pictures 4
CF

= Local Disk (E:)
nc

Steg

@J] Excel

~

Date modified

2020-03-10 13:27

Step 8: Go through various pages to see the report.

P p ~ . ) s
( mg | )
—/I Home Insert Page Layout Formulas Data Review Vie
=== Cut e =
B '* . Calibri -1 - A AT ==
P‘ : 53 Copy e A _
aste = = -l == =||a= 3=
- | Format Painter | =] = |E = =|F F
Clipboard ] Font P Alignr
Al - I | Summary
2 Excel
A B C D E |
1 |Summary I
| |
2
3 |Case Mame: Practical 8
F
4 Case Mumber: 8
5 |Examiner: Yogesh
6 Mumberof Images: 1
7
2
9

Type

Microsoft Office E...

> ThisPC > Local Disk(E:) > CF » Yogesh > Practical 8 > Reports > Practical 8 03-10-2020-13-27-29

Size

122 KB
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U2 Excel

|
Jritie

1
2  http://go.microsoft.com/fwlink/?Linkld=30857&clcid=0x409

3 |http://go.microsoft.com/fwlink/?Linkld=30857&clcid=0x409

4 | http://red.clientapps.yahoo.com/customize/toplevel/ymsgr6/*http://my.yahoo.com/
5 |http://www.accessdata.com/

6 |http://www.google.com/

7 |http://www.hobbitsingles.com/

8  http://www.hobbytes.com/

9 | http://www.kazaalitekpp.com

10 | http://www.lotr.com/us/

11 http://www.microsoft.com/isapi/redir.dl|?prd=ie&ar=hotmail

12 http://www.microsoft.com/isapi/redir.dll?prd=ie&ar=hotmail

13 http://www.microsoft.com/isapi/redir.dll?prd=ie&ar=windows

14 http://www.microsoft.com/isapi/redir.dll?prd=ie&ar=windows

15 http://www.microsoft.com/isapi/redir.dll?prd=ie&ar=windowsmedia
16  http://www.microsoft.com/isapi/redir.dli?prd=ie&ar=windowsmedia
17 http://www.microsoft.com/isapi/redir.dl?prd=ie&pver=6&ar=CLinks
18 | http://www.microsoft.com/isapi/redir.dll?prd=ie&pver=6&ar=CLinks
19 http://www.microsoft.com/isapi/redir.dll?prd=ie&pver=6&ar=iStart
20 http://www.microsoft.com/isapi/redir.dll?prd=ie&pver=6&ar=IStart
21 |htto://www.microsoft.com/isavi/redir.dll?ord=ie&over=6&ar=IStart

4 » M| Summary | Web Bookmarks ~ Web Cookies . E-Mai Messages -~ Encryption Detected -~ Keyword Hits .~ Web Searct{l Il m

Windows Marketplace.url
Windows Marketplace.url
My Yahool.url
AccessData Corporation Website.url
Google.url

Hobbit Singles Online.url
Hobbytes.com.url

Kazaa Lite K++.url

The Lord of the Rings.url
Free Hotmail.url

Free Hotmail.url
Windows.url
Windows.url

Windows Media.url
Windows Media.url
Customize Links.url
Customize Links.url
MSN.com.url
MSN.com.url
MSN.com.url

il

) Excel

i A | B c
1 [uRL |pate/Time Name

2 207.net/ 2005-01-02 00:19:31IST  s_vi_igdx7Fxxiae

3 |207.net/ 2005-01-02 00:20:00 IST  s_vi_kefx7Dzkcgnf

4 |ads.monster.com/ 2005-01-02 00:19:31IST  NGUserIiD

5 |ads.pointroll.com/ 2005-01-02 00:19:31IST  PRID

6 adserver.theonering.net/ 2005-01-02 00:19:31IST i1

7 advertising.com/ 2005-01-02 00:19:31IST  ACID

8 |aim.com/ 2005-01-02 00:19:31IST  adsPopup0

9 aimtoday.aol.com/ 2005-01-02 00:19:31IST  dcipersist

10 aimtoday.aol.com/ 2005-01-02 00:20:00 IST  dcipersist

11 aimtoday.aol.com/viewpoint/ 2005-01-02 00:19:32IST  VwPtA7N1040M463P174Q20818B 2 4
12 aimtoday.aol.com/viewpoint/ 2005-01-02 00:20:00 IST  VwWPtA7N1040M463P174Q2081B_2 4
13 amazon.com/ 2005-01-02 00:19:31IST  session-id-time

14 aol.com/ 2005-01-02 00:19:31IST  screenname

15 jaol.com/ 2005-01-02 00:20:00 IST  screenname

16 apmebf.com/ 2005-01-0200:19:31IST S

17 |appdirectory.messenger.msn.com/AppDirectory/ ~ 2005-01-0200:19:31IST  FO-en-US1

18 ar.atwola.com/ 2005-01-02 00:19:31 IST  VMtonight_122204
19 ask.com/ 2005-01-02 00:19:31IST  accepting

20 atdmt.com/ 2005-01-0200:19:311ST  AA002

21 atwola.com/ 2005-01-02 00:19:311ST _badsrfi

M{ Summary .~ Web Bookmarks | Web Cookies .~ E-Mai Messages  ~ Encryption Detected . Keyword Hits Web SearcH Ml w.. |

Value
[CS]v4|41B8E46900001062-A140A3000000001 | 41B3E468[CE]
[CS]v4|41D9AA2200007AC5-A140A2C00000001 | 41DIAA22[CE]
a0a0a21-1988-1104869603-37
A8564E9C-D153-47F7-9F9F-5DA933623DF0
154:402:1:1105054570:90 | 228:526:1:1105054567:126 | 221:513:1:1105054565:90 | 215:
©e070011026371250001!

"1102636120198

41b8e75e-00326-0120b-400c974b

41d9aa20-0010d-01b17-400c974e
A7/N1040/M463/P174/Q2081/B_2_4/C2580_2_4.js%2C1%2C4%2C0%2CFri%20Dec%
A7/N1040/M463/P174/Q2081/B_2_4/C2580_2_4.js%2C1%2C0%2C0%2CMon%20Jan
11038752001

samwizgamgee

pimpinpipring
1g42y8s-558846807-1103311348602- jb
10331360%2CFile%2520Sharing%2C1%2C2%2C2%2C%2Chttp%253A/ /appdirectory.
1

1
1102636119-922774286/1103847309
V0ecfd09333245f8cb41e2bb416cc2

IZf] Excel
A B
1 |E-Mail To E-Mail From Subject
2
3 Buy Milk and Beer
4 Email Keith again about job
5 Email Legolas about Gollum Rap
6 LocalFreebusy
7 Frodo Baggins: Frodobaggi@comcast.net Apply for Job at AccessData
8 Frodo Baggins: Frodobaggi@comcast.net Archery Practice
9 Frodo Baggins: Frodobaggi@comcast.net Bilbo Baggins
10 Frodo Baggins: Frodobaggi@comcast.net Cash out tech stocks now!
11 Frodo Baggins: Frodobaggi@comcast.net Image drive for Enron
12 Frodo Baggins: Frodobaggi@comcast.net lessica about a date!
13 Frodo Baggins: Frodobaggi@comcast.net Keith Lockhart
14 Frodo Baggins: Frodobaggi@comcast.net Ken Warren
15 Frodo Baggins: Frodobaggi@comcast.net Lunch with Gandolf
16 Frodo Baggins: Frodobaggi@comcast.net Mark Stringer
17 Frodo Baggins: Frodobaggi@comcast.net Meet with Treebrard about Hackers
18 Frodo Baggins: Frodobaggi@comcast.net Natasha Daley
19 Frodo Baggins: Frodobaggi@comcast.net Pick up milk
20 Frodo Baggins: Frodobaggi@comcast.net Pippin
21 Frodo Baggins: Frodobaegi@comeast.net Quiltine Bee
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] Excel

1 [Text _l[lumain

2 Computer Forensics www.google.com
3 Computer Forensics WWW.google.com
4 Computer Forensics www.google.com
5 Singles inthe Shire

6 |Singles in the Shire

7 WWW.HOBBYTES.COM
8 WWW.HOBBYTES.COM
9 | digital hobbits

B C D
Date Accessed

2004-12-17 20:50:00 IST
2004-12-17 20:50:06 IST
2004-12-20 15:46:52 IST
2004-12-17 20:34:16 IST
2004-12-20 15:46:52 IST
2004-12-17 20:50:48 IST
2004-12-20 15:46:52 IST
2004-12-17 20:52:21 IST

Program Name

Internet Explorer

www.google.com
www.google.com
www.google.com
www.google.com
www.google.com

10 elven www.google.com 2005-01-04 16:42:351ST  Internet Explorer
11 jirc www.google.com 2004-12-17 21:40:40 IST
12 irc www.google.com 2004-12-20 15:46:52 IST
13 lotr www.google.com 2004-12-29 23:36:17 IST
14 lotr www.google.com 2005-01-04 16:42:351ST  Internet Explorer

15 virtual hobbits
16 virtual hobbits

2004-12-17 20:52:21 IST
2004-12-20 15:46:52 IST

www.google.com
www.google.com

Source File

Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IE5/index.dat
g_precious.img/vol_val2/Documents and Settings/Frodo Baggins/Local Settings/!
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IES/MSHist012004
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.1E5/index.dat
Internet Explorer /img_precious.img/vel_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.1E5/MSHist012004
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IES/index.dat
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IES/MSHist012004
Internet Explorer /img_precious.img/vel_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IE5/index.dat
g_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/|
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IES/index.dat
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.1E5/MSHist012004
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IE5/index.dat
g_precious.img/vol_val2/Documents and Settings/Frodo Baggins/Local Settings/!
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IE5/index.dat
Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.|E5/MSHist01200

ory/History.|E5/index.dat

ory/History.IE5/MSHist012004

ory/History.|E5/MSHist012004

17 |winzip www.google.com 2004-12-30 20:34:24 IST  Internet Explorer /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Local Settings/History/History.IE5/index.dat
&) Excel = .
A B c D ‘i

1 |Path IDate/Time Path ID Source File

2 D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures 2005-01-02 00:18:44 IST 4008 /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Ry

3 D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures\2p0t4t03s.jpg 2005-01-02 00:18:44 IST 4018 fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/R¢

4 D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures\bush_warofcoalition.jog  2005-01-0200:18:44 1ST 4022  /img_precious.img/vol_vol2/Documents and Settings/Froda Baggins/Rq

5 D:\Documents and Settings\Frodo Baggins\My Documents\My Pictures\gollum_found_nemo.jpg  2005-01-02 00:18:44 1ST "a053 .img/vol_vol2/Documents and Settings/Frodo Baggins/Ry

6 \\Kwarren-laptop\Documents\The Precious\Lorpix 2005-01-02 00:18:44 1ST -1 fimg_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/R¢

7 \\Kwarren-laptop\Documents\The Precious\Lorpix\040102_alfred.jpg 2005-01-0200:18:44 15T -1 /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/R

8 \\Kwarren-laptop\Documents\The Precious\Lorpix\dean_lordroots.jpg 2005-01-02 00:18:44 I1ST -1 /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Ry

9 \\Kwarren-laptop\Documents\The Precious\Lorpix\findingleggy.jpg 2005-01-02 00:18:44 IST -1 i ious.img/vol_vol2/Documents and Settings/Frodo Baggins/Re _
10 \\kwarren-laptop\Documents\The Precious\Lorpix\sauronsdesktop.jpg 2005-01-0200:18:44 15T -1 /img_precious.img/vol_vol2/Documents and Settings/Frodo Baggins/Ry

11

Conclusion: Hence, we successfully generate forensics reports in html and excel

file using sleuth Kit.
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Practical No. 8

Aim: Generating forensics report using AccessDataFTK.
Tool Used: AccessDataFTK.

Theory:
Forensic Toolkit® (FTK®)

- Recognized around the World as the Standard Digital Forensic Investigation
Solution.

FTK is a court-cited digital investigations platform built for speed, stability and ease
of use.

Why Reporting is important?

- Documentation is an ongoing process throughout the examination. It is
Important to accurately record the steps taken during the digital evidence
examination.

- The examiner is responsible for completely and accurately reporting his or
her findings and the results of the analysis of the digital evidence
examination.

- With the report on hand the investigator will have an idea of what to expect
as well as a list of programs that are installed on the machine.

- This can help investigators gather all the evidence they need to perform
a complete investigation.

Whether you are doing a forensic report that simply states facts coming from testing,
or an expert report that expresses expert opinion.
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Step 1: Go to File and click on Report Wizard.

Step 2: Fill the details and click next until you reach Report Location Window.

93| LFaleiro

ﬁ, AccessData FTK 1.81.0 DEMO VERSION -- EANCPWogesh'\Practical 94
File Edit View Tools Help
Mew Case... Graphics E-Mail Search Bookmark
Open Case... Status File Category # # [ %
Add Evidence... [ 0 | | Documents: 312 bl o
ltems: 0| | Spreadsheets: 10
FTK Imager... 157 | | Databases: 0
Disk Viewer... iles: 19 | | Graphics: 1255
Registry Viewer 285 | | Multimedia: 45
. . 50 | | E-mail Messages: az
Cloze Case le Bin: & | | Executables: 7
Save Cace ms: 373 | | Archives: 35
Backup Case... E 57 | | Folders: 669
re: 0| | Slack/Free Space: 7
Export Files... Other Known Type: 490
- Files: 0 | | Unknown Type: 858
Report Wizard...
Update Report F | Unfittered e el
View Report... Display Mame Identification ...  Evidence Type Added Chil
) preciouzhPart_1%.. 9 MTFS 2020-0310 135
Exit preciouzhnpart.. 9 Unpartitioned Sp..  2020-03107135..
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FTK Report Wizard - Case Informaticn

Case Information

The following information will appear on the Case Information page of the report:

Inchude Investigator Information in report

Agency/Company: |F‘i||ai College

Investigator's Name: |Yugesh

Address: |Panvel

Phone: 3999993999 |  Fax |3assass

E-Mail: |abc @gmail com

Comments:

L
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FTK Report Wizard - Report Location

Report Location

is located in the root folder of the report.

space on the destination drive.

CDR = 650MB, DVDR =4.5GB
Report folder:

FTK reports are completely seff-contained and portable. To move the report to a
new location, simply copy the report folder to the new location. The report can be
viewed using any web browser. To view the report, load the file index htm, which

MOTE 1: f you select an existing folder (other than the defautt), it must be empty.
MNOTE 2: f you are exporting a large number of files, make sure there is sufficient disk

MOTE 3: ¥ you are expecting to copy this report to recordable media, remember;

| E\CF\Yogesh\Practical 3ve

| Browse...

Include Registry Viewer reports

[] Expart all files using actual filenames {may cause broken links on CDs or DVDs)

[]Custom graphic for the report frecommended maximum width is 183 pixels)

Browse...

Report Wizard

0 Do you wish to view the report?

Step 3: Click yes and the reports will be displayed in browser.

‘®m o J B FTKReport

O @

T

CASE REPORT

Case Summary
Case Information
File Overview
Evidence List

Supplementary Files
Case Log

List by File Path
- None -

MS Access database
File listing database

List File Properties
- List File Properties -

Bookmarks
- None -

Selected Graphic
Thumbnails
- None -

X\-—l—v

file:///E:/CF/Yogesh/Practical%209/report/index.htm

Case Information

2020-03-10
FTK Version
Case Number 9
Case Location
Case Description
Report Created

Version 1.81.0, build 08.09.25
E:\CF\Yogesh\Practical 9\

10 March 2020 13:57:43

Forensic Examiner Yogesh

Agency Pillai College
Address Panvel

Phone 9999999999
Fax 88888888
E-mail abc@gmail.com
Comments investigate for precious.img
Investigator Yogesh
Agency Pillai College
Address Panvel

Phone 9999999999
Fax 8888888
E-mail abc@gmail.com
Comments
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CASE REPORT

Case Summary
Case Information
File Overview
Evidence List

Supplementary Files
Case Log

List by File Path
- None -

MS Access database
File listing database

List File Properties
- List File Properties -

Bookmarks
- None -

Selected Graphic
Thumbnails
- None -

T

CASE REPORT

Case Summary
Case Information
File Overview
Evidence List

Supplementary Files
Case Log

List by File Path
- None -

MS Access database
File listing database

List File Properties
- List File Properties -

File Overview

2020-03-10

Evidence Items
Evidence Items: 2

File Items

Total File Items: 3,790
Flagged Thumbnails: 0
Other Thumbnails: 1,255

File Status
KFF Alert Files: 0
Bookmarked Ttems: 0
Bad Extension: 157
Encrypted Files: 19
From E-mail: 225
Deleted Files: 50
From Recycle Bin: 6
Duplicate Items: 373
OLE Subitems: 57
Flagged Ignore: 0
KFF Ignorable: 0
Data Carved Files: 0

File Category
Documents: 312
Spreadsheets: 10
Databases: 0
Graphics: 1,255
Multimedia: 45
E-mail Messages: 82
Executables: 7
Archives: 55

Folders: 669

Evidence List

2020-03-10

Display Name: precious\Part_1\The Precious-NTFS
Evidence File Name: precious.img

Evidence Path: E:\CF

Identification Name/Mumber: 9

Evidence Type: NTFS

Added: 2020-03-10 13:50:52

Children: 2,782

Descendants: 3,788

Display Name: precious\UnpartSpace
Evidence File Name: precious.img
Evidence Path: E:\CF

Identification Name/Mumber: 9

Evidence Type: Unpartitioned Space
Added: 2020-03-10 13:53:30

Children: 2

Descendants: 2

AccessData Forensic Toolkit®
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Case Summary
Case Information
File Overview
Evidence List

Supplementary Files
Case Log

List by File Path
- None -

MS Access database
File listino database

List File Properties
- List File Properties -

Selected Bookmarks
Contents

& (U [ (W N =

Bookmark

2020-03-10

Report file time zone: Examiner's Local Machine Setting

Name: 1
Comment:
File Count: 1

File: gollum_found_nemo.jpg

Full Path: precious\Part_1\The Precious-NTFS\Documents and Settings\Frodo Baggins\My Documents\My Pictures\gollum_found_nemo.jpg

Alias:

Extension: jpg

File Type: JPEG/Exif file
Category: Graphic

Subject:

Created: 2005-01-02 00:18:45
Modified: 2005-01-10 22:02:48
Accessed: 2005-01-02 00:18:45
Logical Size: 30,063

Physical Size: 30,208

Children: 1

Descendants: 1

Encrypted:

Deleted:

Recycled:

Carved:

Indexed: Full

Sector: 77,909

Cluster: 77,812

Conclusion: Hence, we successfully generate forensics report using

AccessDataFTK.
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